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COVER DESIGN: BINU MP 






Introduction 

Kickstart your journey to the world of 
networking by taking a look at what this 
edition of Fast Track promises to cover 


I f historians were entrusted with the task of identifying the most 
influential and ubiquitous word that has defined the last couple of 
decades - it would undoubtedly be “networking”. Be it computer 
networks or social networks, you can’t escape the ever-reaching 
tentacles of networking - and why would you want to? 

With the host of gizmos that have flooded the consumer electronics 
market, there’s an ever-increasing need for interconnectivity. An average 
working professional has a plethora of gadgets at his disposal - a PC 
for office work, an office smartphone (perhaps a BlackBerry), a personal 
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iPhone or an Android phone, an iPod for his music and, maybe even, a 
tablet or laptop at home. The list doesn’t end there - don’t forget gaming 
consoles, media players and wireless data cards among other things. 
This raises a very pertinent issue - how do you make the same data 
available on all devices? After all, in this inter-connected world, you 
might want to download a movie via your smartphone on an old PC at 
home, then create a backup on your NAS box and finally stream it on 
your widescreen TV. In this edition of Fast Track, we’ll show you how to 
do this and much more. 

Come join us as we introduce you to the complex-sounding jargon 
within Networking and demystify them for you. We’ll give you a brief 
idea about the various technologies used for communication and the 
principle behind their working - so that you’ll be able to stand your 
ground in front of those computer nerds we all know. We’ll also show 
you the different avenues that are available to us to network various 
devices in unimaginable ways. After reading the step-by-step guide to 
internet sharing, you’ll find that sharing an internet connection between 
two laptops or between your laptop and phone was never easier. And if 
sharing the plain old internet isn’t enough, this Fast Track is a complete 
tutorial on how to set up your own network with Wi-Fi routers, wire- 
less cards and even tethering. By the time you finish this book, you’ll be 
able to convert your home into a futuristic world, where you’ll remotely 
control all your gadgets over a wireless network. 

So what are you waiting for? Let’s get started and explore the won- 
ders of networking. □ 
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JARGON 

BUSTING 

Unveiling the mystery behind the 
complex- sounding communication jargon 
as well as the various network acronyms 
and the technologies that connect us all 


I f you’ve heard someone talking about network communication, you 
must have definitely come across words such as LAN, WLAN, DLNA 
etc. Have you ever felt left out of the conversation because you didn’t 
know what they meant? Another question coming up. Have you ever 
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wondered how your cell phone communicates? This chapter will take a 
term-by-term approach and familiarise you with all the technologies used 
in the field of communication. 

First, well start off by explaining different kinds of networks and their 
uses. Then well explain the different technologies such as Bluetooth, Wi-Fi, 
etc., used for communication and how they work. Moving beyond networks 
we’ve also explained how your cell phone communicates and how Global 
Positioning System, which helps you in navigation, works. 

Types of networks 

LAN (Local area networks) 

This network covers a small area such as a school, office or a building. 
It’s usually set up to share files, internet and printers and to play mul- 
tiplayer games. Local area 
networks are easy to build 
and maintain. The simplest 
LAN is two computers con- 
nected by an ethernet cable 
(commonly referred to as 
“LAN Cable”). Multiple 
computers can be con- 
nected to the LAN using a 
network hub. Multiplayer 
games can be played by 
building a temporary LAN 
which is commonly called 
a LAN party. 

WLAN (Wireless lo- 
cal area network) 

As the name suggests, this 
network provides the same 
kind of connectivity as LAN 
without the cables. It uses 
radio signals to communi- 
cate. Your device must be 
Wi-Fi enabled to connect 
to a WLAN. 
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WAN (Wide area network) 

Unlike LAN or WLAN, 
WAN spans a large 
area such as a city or a 
country. This is made 
possible by connecting 
smaller networks like 
LAN to each other. The 
best example of WAN is 
the internet, which is the 
world’s biggest WAN. 
Besides the internet, 
large businesses and 
governments use 
WAN to relay infor- 
mation to their clients 
and colleagues. 



MAN (Metropolitan area networks) 

These networks span a large area like a city or a large campus. MANs usu- 
ally interconnect a number of LANs and provide building blocks for WAN. 

SAN (Storage area network) 

SAN is a type of local area network (LAN) designed to handle large 
data transfers. 

PAN (Personal area network) 

This is your very own personal network. Personal area networks typically 
involve a mobile computer, a cell phone and/or a handheld computing 
device such as a PDA or an iPad. You can use the network to transfer files 
between your devices, sync your calendar etc. Personal area networks can 
be constructed with cables or wirelessly. 

CAN (Controller area network) 

This is a network of microchips which can communicate with each other 
without a host computer. It was designed specifically for automotive appli- 
cations but is now also used in other areas such as industrial automation 
and medical equipment. 
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DAN 

Desk area network (DAN) is an architecture for a multimedia workstation 
that is based around an ATM (Asynchronous Transfer Mode) intercon- 
nect. ATM is a name given to very high speed networking protocols. This 
architecture allows multimedia devices to be connected to the network 
instead of the workstation. 

Technologies 

DLNA (Digital Living Network Alliance) 

When people started networking home entertainment devices, it was dif- 
ficult and confusing to add a new device and get it to communicate with 
their computers and other network devices. There was a need for standards 
and guidelines for home networking media devices. So, several manufac- 
turers got together to create a standard so 
that all of their products were compatible in 
a home network and thus the Digital Living 
Network Alliance (DLNA) was born in 2003. 

When a device is DLNA certified it can 
connect to other DLNA certified devices irre- 
spective of the manufacturer of the product. DLNA certified devices can: 
find and play movies; send, display and/or upload photos; find, send, play 
and/or download music; and send and print photos. DLNA uses Universal 
Plug and Play (UPnP) for media management, discovery and control so 
they require little or no setup and can be immediately connected to your 
existing DLNA network 

CEC (Consumer Electronic Control) 

One of the biggest challenges of technological revolution is creating intelligent 
devices that can communicate with each other. The CEC technology brings us 
one step closer to the dream. CE (consumer electronic) devices can automati- 
cally configure themselves and correct errors without user intervention. Using 
the HDMI framework, CEC takes user experience to a whole new level. For 
example, you can connect your camcorder to your CEC-enabled HDTV and 
the TV will automatically detect the device and display it on the screen. You 
can now control your camcorder with your CEC-enabled HDTV. Same goes 
for DVD players and set-top boxes; you don’t need to switch remotes when 
you use different devices. Unlike DLNA, interportability is an issue here. You 
can control devices only if they have the same manufacturer. 



Lookforthis Logo onyourdevice 
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Bluetooth logo 


Bluetooth 

The simplest and most common way for two handheld devices to commu- 
nicate with each other is via Bluetooth. Bluetooth networking transmits 
data via low-power radio waves. It communicates on a frequency between 
2.402 GHz and 2.480 GHz. This frequency band has been set aside by inter- 
national agreement for the use of industrial, scientific and medical devices 
(ISM). Bluetooth devices send out weak signals of about 1 milliwatt to avoid 
interference with other devices such as computers 
and cell phones. This low power, however, limits its 
range to 10 metres, but its signal can pass through 
walls so direct line of sight is not required. 

Another great advantage of Bluetooth is that 
it can connect up to eight devices simultaneously 
without interference. It uses a technique called 
“spread-spectrum frequency hopping” which, 
put in simple words, means it keeps changing 
its frequency in the designated range and thus 
interference, if any, lasts for a fraction of a second 
and goes unnoticed. 

Like any wireless network, security is a concern with Bluetooth. The 
automatic nature of the connection which makes it easy to use can also be 
used against you by sending you data without your permission. To avoid 
this, Bluetooth offers several security modes, and device manufacturers 
determine which mode to include in a Bluetooth-enabled gadget. When 
any other device tries to establish a connection to the user’s gadget, the 
user has to decide whether to allow it. If you use the device quite often, 
you can mark the device as “trusted” and it will be able to exchange data 
without permission. 

Inspite of all the security measures, there are certain Bluetooth 
specific problems. 

► Bluejacking: Bluejacking is sending text messages or audio/video files 
to a person without his permission. Although harmless, it can make the 
user think that his phone is malfunctioning. 

► Bluebugging: Bluebugging is a more serious problem. It allows hackers 
to use your phone’s features, for example by placing calls or sending 
messages without the user realising it. 

► Car Whisperer: Car Whisperer is a piece of software that allows hackers 
to send audio to and receive audio from a Bluetooth-enabled car stereo. 
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Infrared 

One of the many uses of Infrared technology is short range communication. 
It uses an infrared spectrum of light which is invisible to the naked eye. The 
device is fitted with infrared light-emitting diodes (LEDs) to emit infrared 
radiation which is focused by a plastic lens into a narrow beam. The beam 
is modulated, i.e. switched on and off, to encode the data. The receiver uses 
a silicon photodiode to convert the infrared radiation to an electric current. 
It responds only to the rapidly pulsing signal created by the transmitter, 
and filters out slowly changing infrared radiation from ambient light. It 
doesn’t penetrate walls and so can’t interfere with other devices in adjoining 
rooms. Before the Bluetooth technology, mobiles exchanged data using 
infrared but now the most common application of infrared technology is 
your everyday remote control. 

Wi-Fi 

Although the Wi-Fi tech- 
nology has been around 
since 1985, it was widely 
used only after 1997. Wi-Fi 
or Wireless Fidelity is actu- 
ally a play on words with 
Hi-Fi. It’s a trademark of 
the Wi-Fi Alliance and 
the brand name for prod- 
ucts using the IEEE 802.11 
family of standards. 

Wi-Fi has made it cheaper and easier to create local area networks 
in places where cables cannot be run. As the price of chipsets for Wi-Fi 
continues to drop, manufacturers are building wireless network adapters 
not only into laptops but also into cell phones and other handheld devices. 

Like all wireless technologies, Wi-Fi uses electromagnetic waves to 
communicate. They are transmitted at frequencies of 2.4 GHz or 5 GHz. 
This frequency is considerably higher than the frequencies used for cell 
phones, walkie-talkies and televisions. The higher frequency allows the 
signal to carry more data and thus make it faster than Bluetooth or Infrared. 

Wi-Fi uses 802.11 networking standards, which come in several variants: 
► 802.11a: Released in September 1999, it transmits at 5 GHz and can 

move up to 54 megabits of data per second. It also uses a more efficient 
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coding technique called orthogonal frequency-division multiplexing 
(OFDM) that splits that radio signal into several sub-signals before 
they reach a receiver. This greatly reduces interference. It has an 
approximate range of 35 m. 

► 802.11b: Released with 802.11a, 802.11b is the slowest and the least 
expensive standard. 802.11b transmits in the 2.4 GHz frequency band 
of the radio spectrum. It can handle up to 11 megabits of data per second. 
Its low cost made it popular but its popularity has reduced since newer 
standards offer better speeds at lower prices. 

► 802. llg: 802. llg was released in June 2003 and transmits at 2.4 GHz like 
802.11b, but at a higher speed of 54 megabits of data per second. 802. llg 
is faster because it uses the same OFDM coding as 802.11a. 

► 802.11n: This is the latest standard and was released in October 2009. 
It transmits at 2.4 GHz using OFDM technique and offers speeds up to 
150 megabits per second. 

Wi-Fi has undergone many overhauls because of security concerns. 
Wired Equivalent Privacy ( WEP) encryption was designed to protect against 
casual snooping but it’s no longer considered secure. Because of WEP’s 
weakness the Wi-Fi Alliance approved Wi-Fi Protected Access (WPA). 
Though more secure than WEP, WPA has known vulnerabilities. The 
more secure WPA2 using Advanced Encryption Standard was introduced 
in 2004 and is supported by most new Wi-Fi devices. 

RFID 

Radio-frequency identification (RFID) is a technology that uses radio waves 
to transfer data from an electronic tag, called RFID tag or label, to a receiver 
within the range of a few metres. These RFID tags are small and can be 
attached to objects to identify and track them. 

This technology has been around since 1970 but it was too expensive 
to be used on a large scale. These tags were expensive because they were 
inductively coupled RFID tags which had a complex system of metal coils, 
antennae and glass. Then came the capacitively coupled tags which could 
be mass manufactured at a significantly lower cost. They used conductive 
carbon ink instead of metal coils to transmit data. There has also been a 
considerable decrease in the size of RFID. There are RFID chips as small 
as 0.05 x 0.05 millimeters. 

Every RFID tag works in the same way: 

1. Data is stored in an RFID microchip 
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RFID microchip 


2. When the tag’s antenna receives electromagnetic energy from an RFID 
reader’s antenna, the tag sends back radio waves to the reader. 

3. These waves are decoded by the reader and data transfer is complete. 
There are three types of RFID tags: 

► Active tags: These RFID tags use internal batteries as a power source. 
They have a range of around 30 m which can be boosted to 100 m by 
using additional batteries. 

► Semi-passive tags: They too have batteries but are only activated in 
the presence of a reader. 

► Passive tags: Passive RFID tags rely entirely on the reader for power. 
They use the electromagnetic energy of the radio waves emitted by the 
reader. They are small in size and cheaper to manufacture. Because of 
the limited power source, they have a short range of 6 m. 

RFID technology was originally meant to replace bar codes. This could 
potentially save thousands of man hours spent waiting in lines for check 
out. With RFID tags, you could just walk out of the store and the reader 
would automatically bill you for the products you’ve shopped. 

It’s currently being used to track livestock. This is done by fitting animals 
with location-tracking RFID chips. Pets are also being implanted with tiny 
RFID tags containing information about their owners and their medical his- 
tory. More recently, these RFID tags are implanted in humans. These tags 
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contain all the medical history of the person and prove extremely useful for 
Alzheimer’s patients. However, all hospitals are not equipped with RFID 
readers rendering the tag useless. 

Though RFID is commonly used, it will take considerable technological 
advancement for it to become an everyday use technology. 

NFC 

Near Field Communication (NFC) technology is a short-range wireless com- 
munication. NFC uses RFID communication protocols and data exchange 
formats. Using this, you can communicate with another NFC device or an 
unpowered NFC chip, called a “tag”. 

This technology is being used in credit cards. The new credit cards are 
fitted with NFC chips which can be simply tapped against a NFC payment 
terminal to make payment. NFC is also used to make “smart posters” with 
embedded NFC chips. Tap your NFC enabled phone against them to get 
all the information you need about the poster. 



Nokia 6131 being used in an NFC transaction 

GSM and CDMA 

To know what GSM and CDMA mean, we must first know how a cell phone 
works. The mobile phone was devised by combining Alexander Graham 
Bell’s telephone and the radio invented by Nikola Tesla. 
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Help you make and receive calls 


Primitive mobile communication technology consisted of CB radios 
and walkie-talkies. A CB radio system consists of central antenna with 
around 20-30 channels and the phone transmits data on a particular 
channel to the tower which then retransmits it and can be received by 
any one logged on to that channel. A walkie-talkie is also used for com- 
munication but it has a single channel and no tower to retransmit its 
signal, hence it has a limited range. Both walkie-talkies and CB radios 
are half-duplex devices. That is, two people communicating on a CB 
radio use the same frequency, so only one person can talk at a time. 
That’s why you always hear soldiers saying “over” after they finish their 
sentence so that the other person can start talking. Also limited number 
of conversations can take place simultaneously because of the limited 
number of channels. 

On the other hand, a cell phone is a full-duplex device. That means that 
you use one frequency for talking and a second, separate frequency for lis- 
tening. Both people on the call can talk at the same time. The cellular system 
divides the city into small cells (25 sq km) so thousands of people can use 
their cell phones simultaneously. A cell phone also has considerable large 
number of channels to communicate. Each carrier in each city also runs one 
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central office called the Mobile Telephone Switching Office (MTSO). This 
office handles all of the phone connections to the normal land-based phone 
system, and controls all of the base stations in the region. 

Now that we have a fair idea about the setup of a cellular network, let’s 
see how a call is placed. 

When you turn on the phone, the phone tries to communicate with a 
specific channel called the control channel. The phone receives a unique 
identity number called System Identification Code (SID, specific to each 
network operator) and compares it to the SID programmed into the phone. 
If they match, it knows that it’s using the home network, if it doesn’t, it’s on 
roaming. If the phone can’t find any control channels to listen to, it knows 
it’s out of range and displays a “no service” message. 

It also sends a registration request. This way, the MTSO can keep a 
track of your location in its database. It looks for you in the database when 
you get a call. 

The MTSO then selects a frequency pair on which you’ll communicate 
and using the control channel tells your phone to use these frequencies. Once 
your phone and the tower switch on those frequencies, the call is connected. 

If you’re travelling you’re bound to change cells. As you move closer 
to the edge of a cell, your signal strength decreases, meanwhile the tower 
in the other cell (the one you’re moving closer to) notices that your phone 
signal strength is increasing. These two towers coordinate with the MTSO 
and it records that you’ve switched cells. 

There are three technologies that are used by network operators to carry 
out this communication. Although the names look scary, you can break it 
down to simple parts. The first word tells you what the access method is. 
The second word, division, lets you know that it splits calls based on that 
access method. The last part says multiple access which means that more 
than one user can utilise each cell 

► Frequency division multiple access (FDMA): FMDA puts each call 
on a different frequency. It separates the spectrum into distinct voice 
channels by splitting it into uniform chunks of bandwidth. It’s used 
for analog transmission but is not considered an efficient method for 
digital transmission. 

► Time division multiple access (TDMA): In TMDA, a narrow band 
(channel) that is 30 kHz wide and 6.7 milliseconds long is split time-wise 
into three time slots. Each conversation gets the radio for one-third of 
the time. This is possible because voice data that has been converted to 
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digital information is compressed so that it takes up significantly less 
transmission space. Therefore, TDMA has three times the capacity of 
an analog system using the same number of channels. This technology 
is used for GSM. GSM systems use encryption to make phone calls 
more secure. 

► Code division multiple access (CDMA): In CDMA, the data is digi- 
tised and spread out over the entire available bandwidth. Multiple 
calls are overlaid on each other on the channel, with each assigned a 
unique sequence code. In simple words, data is sent in small pieces 
over a number of the discrete frequencies available for use at any time 
in the specified range. At the receiver, that same unique code is used 
to recover the signal. 

What does this mean for you? In terms of connectivity and speeds, 
there’s not much difference between them. However, in CDMA, there’s 
no SIM (subscriber identification module) card and so changing your 

network provider can be 
a little difficult. In a GSM 
phone, you can switch 
networks by simply 
changing your SIM card. 
To overcome this draw- 
back, CDMA network 
providers try to provide 
better rates and plans. 


GPS 

GPS or Global Positioning 
System is a satellite navi- 
gation system that pro- 
vides location to any user 
with a GPS receiver free 
of cost. The GPS project 
was developed in 1973 to 
overcome the limitations 
of previous navigation 
systems. GPS is a network 
of 27 Earth-orbiting sat- 
ellites maintained by the 
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GPS is a satellite navigation system that provides loca- 
tion to any user with a GPS receiver 
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Unites States of America. They orbit at 19,300 
km within a time period of 12 hours. The orbits 
are arranged in a specific way so that at least four 
satellites are in the line of sight of the receiver. 

For the GPS receiver to receive a signal it 
should have a clear view of the sky. To under- 
stand how GPS calculates your exact location, 
we must first understand Trilateration. Imagine 
you know your distance from point A, then 
you know that you can lie anywhere on a circle 
centred at A and the radius being your dis- 
tance from the point. Now suppose you know 
your distance from another point B; you can 
infer that you’ll lie on one of the two intersec- 
tion points of the two circles. If you know your 
distance from a third point, you can pinpoint 
your location as the intersection point of the 
three circles. This is called 2-D Trilateration. Triangulation 
If you extend this logic to 3-D, you’ll need your 

distance from four points. Since you already know your distance from the 
center of the earth, you need to know your distance from three other points. 
This information is provided by the GPS satellites. 

Every satellite continually transmits messages that include the time 
at which it was transmitted, its orbital information, its general health 
and rough orbits of other satellites. When this signal is received by your 
GPS receiver, there’s a very tiny time lag because of the time taken by the 
signal to reach the GPS receiver. This lag is used to calculate the distance 
of the satellite (speed of light x time lag). Since the speed of light is very 
high, the time lag is very low and to measure this lag accurately the clocks 
on the satellite as well as the GPS receiver should be synchronised down 
to the nanosecond. Such high level of accuracy is possible using atomic 
clocks which are very expensive. Instead of having atomic clocks on the 
satellite and the receiver, only the satellite has the atomic clock and the 
receiver contains a simple quartz clock. The receiver calculates its own 
accuracy by receiving signals for four satellites and corrects itself. Every 
GPS has stored data of where every satellite should be at what time and 
using that it can calculate the location. Speed is simply calculated by the 
change in location divided by time. 
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Once your location is calculated by the GPS device, it can help you in 
navigation, traffic updates, weather forecast etc. Any average smartphone 
has a GPS device and can provide you 
basic navigation information. There are 
more sophisticated GPS devices for cars 
which offer a wider range of features. 


SPEEDS INVOLVED 

Technology 

Speed 

LAN 

100-1000 Mbps 


Speeds involved 

We’ve already seen the speeds involved 
with the different technologies described 
above. You can compare and contrast the 
speeds involved in the table. □ 


Wi-Fi 

70-150 Mbps 

RFID 

100-400 kbit/s 

Bluetooth 

24 Mbit/s 

Infrared 

1-4 Mbit/s 

GSM/CDMA (3G) 

2 Mbit/s 
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T he consumer goods marketplace is flooded with an array of 
devices, all capable of networking. This has opened up new vistas, 
which would have seemed futuristic and far-fetched less than a 
decade ago. Consumers are spoilt for choice - you can take your 
pick from among laptops, tablets, smartphones, network- attached storages 
and consoles. What’s more, you can network them in unimaginable ways! 
You can access your NAS box from your smartphone and use it to play a 
movie on your home theatre. In this chapter, we’ll explore the different 
available avenues out there, for us to network. 

Tablets and smartphones 

Tablet computers serve as a great replacement when you want to read a book, 
watch some videos or just surf the web. However, just like smartphones, much 
of the use of tablets is dependent on network connectivity. Therefore every tablet 
manufacturer provides network connectivity in multiple ways such as through 
Wi-Fi, Bluetooth etc. You’ll learn how to take advantage of them in later chapters. 


Wi-Fi 

The simplest and the most common way to connect to a network is using 
the Wi-Fi built into the tablet. With Wi-Fi you can not only connect to your 
local wireless network, you can also access the net if your network is con- 
nected to the internet. You can surf the web at any Wi-Fi hotspot which is 
now common in malls and coffee shops. Most devices are now shipping 
with 802. lln Wi-Fi which, as we’ve already seen, is the fastest and most 
flexible of all the technologies. 

2G/3G 

If you don’t have access to Wi-Fi all the time you should consider a 2G or a 
3G internet connection from a mobile network provider. This way you can 
stay connected anywhere you go. However you will have to pay your service 
provider too. Most network providers give you the option of choosing 
between various data plans according to your requirements. There are data 
plans for 3G as well as 2G but 3G is still pretty expensive in India and 2G 
is too slow. Although some mobile network operators have started testing 
4G networks in India, we still have a long way to go. 

Bluetooth 

We know that Bluetooth technology is primarily a means of connecting 
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wireless peripherals to mobile 
devices. This includes items such 
as keyboards or headsets. This 
technology can also be used for 
networking between devices and 
sharing an internet connection 
(commonly known as tethering). 

Tethering is a method of con- 
necting a mobile device such as a 
laptop, netbook or tablet with a mobile phone or any other mobile device 
to share the wireless broadband connection. So you can share your internet 
connection on your phone with your tablet via Bluetooth. Well learn how 
to tether different gadgets in the later chapters. 

Wireless Base Station 

An emerging form of wireless connectivity is Wireless Base Station. It allows 
an individual to connect a wireless router to a high-speed wireless network 
such as a 3G network, allowing other devices that have standard Wi-Fi to 
share that broadband connection. You just have to turn on the device and it 
connects to your network provider and creates a portable Wi-Fi hotspot to 
which several devices can be connected. Tata Indicom and MTS currently 
provide this service in India and charge you around ^5,000 for the base 
unit and monthly charges depending on your data plan. However if you use 
these, you can’t switch your network provider. To have this freedom you 
need to get a Dlink DIR-457 pocket router. With this you can choose your 
own network provider, your data plan and switch network providers just 
by swapping the SIM card in it. You’ll learn how to use this pocket router 
in the later chapters. 

NAS boxes 

Network Attached Storage (NAS) is a dedicated data storage technology, 
which can be connected directly to a computer-network in order to provide 
a centralised data- access and storage to all compatible network-clients. In 
short a NAS is a standalone file-level computer data storage device, into 
which you can install one or more internal or external hard disk drives, 
and then connect the NAS device directly to your network. 

The NAS device is given its own IP address. This allows you to configure 
it to share the hard drives and their data contents on the network to other 
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NAS and its network connections 


computers and other devices. With a NAS you do not have to have your 
computer(s) powered on permanently - your data is always available on 
your network and easily accessible from multiple devices. It’s also pos- 
sible to ‘convert’ a modest computer into a dedicated NAS device - we’ll be 
covering this in the latter chapters. 

Four cool ways you can use your NAS 

As we can make out, the principle purpose of the NAS, is to store and 
share files on the network. However, the utility of these cool devices doesn’t 
simply end here. 

There are a loads of other things you can do with your NAS: 

► Streaming media to other computers from your NAS 

If you have a home theatre PC, PlayStation 3, Xbox 360, or other UPnP- 
enabled device, you can stream media straight from your NAS with just 
a few tweaks. 

The first thing you need to know about is Digital Media Adapter 
(DMA, also referred to as Digital Media Receiver). DMA provides the 
most elegant way to share audio, photo, and video files between your PC 
and your television. The DMA connects to your TV via HDMI, composite 
or component video outputs; and it connects to your network via ethernet 
or wirelessly. Once on the network, it can stream media from your net- 
work hard drive -assuming the NAS box has an UPnP (Universal Plug 
and Play) media server embedded, as most of them invariably do. You 
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can also use a video game console connected to your television, such as 
the Sony PlayStation 3 or the Microsoft Xbox 360, to stream the media 
from a NAS to your TV. 

In order to complete the circuit, you’ll need a router; preferably one 
equipped with wireless and wired gigabit ethernet. In most cases, gigabit eth- 
ernet provides a smoother playback experience with high-definition content. 

NAS boxes with UPnP media servers also offer other media-centric fea- 
tures such as an iTunes server. What this translates into is you can simply 
store your songs on the drive, and the iTunes server will create a shared 
iTunes library that shows up automatically under the “Shared” heading 
of the iTunes navigation panel on your PC, or via your DMA. This little 
trick saves you the hassle of adding songs to every iteration of iTunes on 
your network. 

► Backing up data to your NAS 

Since a NAS can hold many large drives, it’s a popular option for backing up 
data. FreeNAS recommends a software called Rsync for backup, but there 
are better alternatives. Microsoft SyncToy, is a case in point. In case you’re 
a Mac user, you can use Time Machine with your NAS. 

Backing up with SyncToy 

So if you have to back up a folder or even a group of folders on Windows, 
you first need to download and install SyncToy. SyncToy is extremely 
simple to use: all you need to do is create a new folder pair, using the 
“left” folder as the folder from your computer that you want to back up, 
and the “right” folder as the folder on your NAS to which you’re backing 
up those files. You have three different types of sync: Synchronize, Echo 
and Contribute. 

► Synchronize will keep the two folders in sync at all times, so if you 
change or delete something on one side, it will sync those changes to 
the other side. 

► Echo will only sync changes you make from the left side (your com- 
puter)- if you change or delete anything on the NAS, those changes 
won’t be synced back. 

► Contribute does the same thing as Echo, but won’t sync over deletions. This 
means if you accidentally delete a file from your hard drive, it will still be 
on the NAS, and you can go grab it and replace it. When you’re done, you 
can run your first sync and make sure all the files copied over correctly. 
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SyncToy, unfortunately, only runs when you tell it to, so if we want to 
automate this process, we’ll have to do it ourselves. Open up your Start 
Menu and type “task scheduler” into the search box, and start up Micro- 
soft’s Task Scheduler program. Click “Create New Basic Task” in the right 
sidebar, give it a name and set it to run daily. When asked, tell it you want 
to start a program. At the next screen, browse into C:\Program Files \ 
SyncToy 2.1 folder and choose “SyncToyCmd.exe”. Type -R into the 
Arguments box, hit next and finish setup. 

Backing up with Time Machine 

If you want to back up with Time Machine, you’ll need one of the drives 
in your NAS shared through AFP instead of CIFS. If you do, you can head 
into Services > AFP > Shares on the web interface, edit the 
settings for that share, and pick “Time Machine” from the “Automatic Disk 
Discover Mode” dropdown. The next time you open up Time Machine, your 
NAS drive will be available as a backup disk. 

Note that to do this, you’ll want to mount the NAS drive at logon, 
which you can do by opening up System Preferences on your Mac, going 
to Accounts > Login Items and dragging the NAS drive from your 
desktop right into the login items window. That way it will always be con- 
nected and Time Machine will be able to access it at all times. 

► Downloading torrents using your NAS 

One of the coolest features of FreeNAS is the ability to download tor- 
rents without the help of another computer. FreeNAS has a version of 

Transmission built right in, that can watch 
folders for torrents and download them. 
This means you will never have to worry 
about keeping your main computer on, 
being logged in, or avoid rebooting it. Your 
NAS will automatically download all those 
torrents for you. 

In order to set up BitTorrent sup- 
port, just open the web configuration of 
FreeNAS and select BitTorrent from the 
Services menu. Click the Enable checkbox 
on the righthand side, and specify a Down- 
load Directory. This is where your com- 
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pleted torrents will go. You can also set up a Watch Directory that will 
allow you to drop torrent files right into a specific folder on your NAS and 
it will immediately start downloading them. You can save the settings 
when you’re done. 

► Using your smartphone or tablet with your network- 
attached storage 

Now comes the interesting part - there will be times when you would want 
to upload or download files from your network- attached storage device using 
your smartphone or tablet computer. You may even treat the NAS simply 
as a network transfer point for your data. In this section we’ll tell you how 
to use your smartphone with your NAS. 

How to do it 

When it comes to shifting or syncing multimedia files like music or 
images, different NAS may follow different methods. Some network- 
attached storage devices may use a web front for the file collections 
whereas others may implement certain extensions to DLNA for 
uploading and downloading some media files. These environments 
don’t necessarily provide a consistent or ideal user experience for the 
mobile device user, due to a number of factors. Typically this is due 
to a web front that is optimised for desktop use only. In certain cases, 
the DLNA server and client apps may not offer the proper sync or file- 
transfer functionality. 

SMB file-manager apps 

The recommended method for this task is the SMB/CIFS network file 
handling, because of various reasons: 

► It’s supported by every network- attached storage device thanks to Linux’s 
SAMBA software. 

► Even the USB-linked file servers support SMB as well as the internet 
HTTP and FTP file transfer protocols. 

► This has been a standard for regular computing devices with the Micro- 
soft Windows Platform , as well as Linux and Apple Macintosh platform, 
for a long time. 

The platform-based mobile devices have joined the SMB party 
through the use of SMB-enabled file-manager apps. These are typi- 
cally low-cost or free apps that expose the mobile device’s file system 
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and the SMB file shares (entry points) made available by computers or 
network-attached storages. 

Listed below are some of the most popular file manager apps with SMB 
file transfer below. You can even find more such apps at the various app 
stores for the popular mobile device platforms by using the terms “SMB 
file transfer” in your search query. 

iOS (App Store) 

► Intuitive Commander - $0.99 

► FileBrowser - $4.49 

► Syncsellence - $5.49, free limited version available 

Android (Android Market) 

► ES File Explorer 

► File Expert 

► File Manager / File Manager HD by Rhythm Software 

BlackBerry (BlackBerry App World) 

► File Expert - $1.99 

► File Manager Pro by Terra Mobility - $4.99 

► Arrangelt File Manager by Conceptual Designs - $1.99 

It’s also worth noting that your NAS’s vendor may offer file-transfer apps 
for their device on the iOS and/or Android platforms so you can transfer the 
files to their device. These programs may also work with the remote-access 
functionality that some of the consumer and SMB NAS units provide. As a 
result, one can keep login credentials for the devices and thus streamline 
the entire remote-access experience. 

Consoles 

Gone are the days when LAN gaming was just for computers. You can now 
enjoy online gaming with your friends on almost all new gaming consoles. 
Let’s see how we can network different gaming consoles. 

Online gaming 
PlayStation 3 

1. Turn on your wireless network and make sure your PlayStation 3 
in within range. Make sure that the ethernet cable isn’t plugged into 
the system. 

2. Turn on the PS3 console, go to Settings and select “Network and Settings” 
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3. Select the Internet Connec- 
tion Settings tab and the 
system will display a new 
screen saying you’ll be dis- 
connected from the internet. 

Select “Yes”. 

4. On the next screen, select 
“Easy” when the system asks 
you what kind of installation 
you want to use. 

5. When it asks you what type 
of connection you have; select 
“wireless”. 

6. Select “Scan” on the next 
screen and the console will 
search for all available net- 
works in the area. 

7. When it completes scan- Sony PlayStation 3 
ning, select your home net- 
work. Select your security settings, enter your encryption key and save 
your settings. 

8. You can test the connection by selecting the “Test Connection” option. 
If the connection has been made, your network information will appear 
on the screen. 

Stream media 

Do you know that your PS3 can do more than just online gaming? With a 
few tweaks to your settings, and some software set up on your computer, 
you can stream music, videos and photos from your computer to your PS3 
over your home network. 

To do this, make sure your PS3 is connected to the same network (via 
ethernet or wirelessly) as your computer. Then, on your PS3 go to Set- 
tings > Network Settings > Media Server Connection and 
set it to “Enabled”. 

► If you have a PC with Windows 

1. Open Windows Media Player 

2. Go to Library > Add to Library and add folders you want your 
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PS3 to access. All personal folders (Photos, Videos, and Music) are 
selected by default, but if you have media in other folders, add them. 

3. Go to Library > Media Sharing, and check Share Media. Press 
OK, your PS3 to show up as one of the devices in some time. Select it 
and click allow. 

► If you have a Mac 

You have to install a free software called PS3 Media Server. With this soft- 
ware your Mac will be visible to your PS3 

1. Connect to your network 

2. Go to Navigation/Share Settings and uncheck everything in the Thumb- 
nails section (at the top). Then, at the bottom, add folders you want 
your PS3 to access. You can choose to add your entire hard drive, but 

it’s advisable only to add the folders 
that have media. 

3. Now, go to Transcoding Settings, 
and change the Maximum bandwidth 
to 14 or 15. Leave it to 0. If you have a 
very strong network connection. 

4. Click Save and Restart 
HTTP Connection 
Now that we ’are done setting up the 
computers, it’s time to move on to 
your PS3: 

1. Open the Photos, Videos, or Music 
tabs and you will be able to see your 
computer name in it. Make sure 
you’re in the right section; you can’t 
view photos in the video section. 

2 . When viewing a photo, hit the tri - 
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angle button to view extra options, like starting a slideshow of images 
in the selected folder. 

3. When listening to music, you can keep it playing in the background by 
hitting the PlayStation (home) button. 

4. You can copy music, photos and videos onto your PS3 hard drive. When 
viewing a file, hit the triangle button and select “Copy”. 

Xbox Live 
Xbox 360 

Xbox Live is an online multiplayer gaming platform provided and main- 
tained by Microsoft. To play online on your Xbox you will have to buy 
an Xbox 360 Wireless Networking Adapter and an internet connection. 

1. After connecting your wireless adapter, press the Guide button on your 
controller, go to Settings, and then select “System Settings”. 

2. Go to Network Settings, select your wireless network and enter 
your password. 

You’re now connected to Xbox Live. 

Stream media 

Just like the PS3 you can also stream your computer data on your 
Xbox. All you need is the free version of the TVersity software and a 
Wi-Fi network. 

1. The first thing you need to do is make sure that your computer and Xbox 
are connected to the same network. 

2. After you’ve installed TVersity, run it and click on the plus symbol on 
the top left. Click “Browse” to select the folders you want to stream from 
your network hard drive. 

3. If you have media in incompatible format, TVersity can translate it. Select 
“Transcode” when needed in the Advanced menu to convert media on 
the fly. TVersity will automatically start finding and sharing your files 
over your home network 

4. Go to your Xbox and navigate to the Music, Picture, or Video Library 
where you will see a new category called “TVersity on [computer name]”. 
Select it and you will be able to see the media stored on your computer. 

Hubs, switches, routers and access points 

In order to connect computers together on a network, we use a plethora 
of devices. These include hubs, switches, routers, and access points; each 
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of them have different capabilities and serve different purposes. Let’s 
explore each. 

Hubs 

In their bare essence, hubs enable computers on a network to communi- 
cate. An ethernet cable is used to plug each computer into the hub, and 

information is then sent from 
one computer to another 
through the hub. One of the 
glaring drawbacks of a hub 
is its inability to identify the 
source or intended destina- 
tion of the information it 
receives. As a consequence, 
a hub ends up sending the 
information it receives to all 
of the computers connected to 
it, including the one that sent 
it. Moreover, a hub can send 
or receive information, but it 
can’t do both at the same time. This makes hubs slower than switches. On the 
upside, hubs are the least complex and the least expensive of these devices. 
Technically speaking, three different types of hubs exist: 

► Passive hubs: Do not amplify the electrical signal of incoming packets 
before broadcasting them out to the network. 

► Active hubs: Perform this amplification. Another dedicated network 
device which is capable of amplifying the electric signals is a repeater. 
Some people use the terms “concentrator” when referring to a passive 
hub and “multiport repeater” when referring to an active hub. 

► Intelligent hubs: Used to add extra features that are of particular impor- 
tance to businesses to an active hub. An intelligent hub typically is 
stackable, i.e. it’s built in such a way that multiple units can be placed 
one on top of another to conserve space. It also typically includes remote 
management capabilities via SNMP and virtual LAN (VLAN) support. 

Switches 

The working principle behind a switch is somewhat similar to that of a hub’s. 
However, switches are capable of identifying the intended destination of the 
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information that they receive - 
as a result, they can send that 
information to only the com- 
puters that are supposed to 
receive it. Besides, switches can 
also send and receive informa- 
tion at the same time; making 
them much faster than hubs. 

If your home network has four 
or more computers, or you 
want to use your network for 
activities that require passing 
plenty of information between 
computers (such as playing net- 
work games or sharing music), you should probably use a switch instead 
of a hub. Switches cost little more than hubs. 

As with hubs, ethernet implementations of network switches are the 
most common. Mainstream ethernet network switches support either 
10/100 Mbps fast ethernet or gigabit ethernet (10/100/1000) standard. 
Different models of network switches support differing numbers of con- 
nected devices. Most consumer-grade network switches provide either 
four or eight connections for ethernet devices. Switches can be connected 
to each other via a so-called daisy chaining method to add progressively 
larger number of devices to a LAN. 

Routers 

Routers are devices which enable computers to communicate. They have 
the capability to pass information between two networks - such as between 
your home network and the internet. It’s this capability to direct network 
traffic, which gives a router its name. Routers can be wired (using ethernet 
cables) or wireless. Hubs and switches work well if you just want to connect 
your computers; however, if you want to give all of your computers access 
to the internet using one modem, use a router or a modem with a built-in 
router. Routers also typically provide built-in security, such as a firewall. 
Understandably, routers are more expensive than hubs and switches. 

Home networkers often use an Internet Protocol (IP) wired or wireless 
router, IP being the most common OSI network layer protocol. An IP router 
such as a DSL or cable modem broadband router joins the home’s local area 
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network (LAN) to the wide area 
network (WAN) of the internet. 
By maintaining configuration 
information in a piece of storage 
called the routing table, wired 
or wireless routers also have 
the ability to filter traffic, either 
incoming or outgoing, based on 
the IP addresses of senders and 
receivers. Some routers allow the 
home networker to update the 
routing table from a web browser 
interface. Broadband routers 
combine the functions of a router 
with those of a network switch 
and a firewall in a single unit. 


Access points 

Access points, also known as base stations, are capable of providing wireless 
access to a wired ethernet network. An access point can be plugged into a hub, 
switch or wired router and can then be used to send out wireless signals. This 
enables computers and devices to connect to a wired network wirelessly. 

In principle, access points act a lot like cellular phone towers. Just like 
you can move from one location to another and still make and receive calls, 
you can move around and continue to have wireless access to a network. 
When you use a public wireless network in an airport, coffee shop or hotel 
to connect to the internet, you’re usually connecting through an access 
point. If you want to connect your computers wirelessly and have a router 
that provides wireless capability, you don’t need an access point. Keep in 
mind that access points don’t have built-in technology for sharing internet 
connections. So if you have to share an internet connection, you must plug 
an access point into a router or a modem with a built-in router. 

Although very small WLANs can function without access points in so- 
called “ad hoc” or peer-to-peer mode, access points support “infrastructure” 
mode. This mode bridges WLANs with a wired ethernet LAN and also 
scales the network to support more clients. Older and base model access 
points allowed a maximum of only 10 or 20 clients; many newer access 
points support up to 255 clients. □ 
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I n this chapter, we’ll touch upon the most basic of network opera- 
tions - sharing a net connection. Whether the sharing involves two 
computers or a computer and a tablet or perhaps even, a computer 
and a mobile, the underlying principle remains the same. We’ll be 
discussing the array of options available to you in this realm - wireless, 
wired, USB and Bluetooth. 

Sharing a net connection between two laptops 

The wireless way 

If you’re using a laptop, you may at some point feel the need to create a quick 
network connection between two computers or laptops to share some files. 
Or maybe you may just want to share an internet connection. For this very 
eventuality, Windows 7 and Vista come with a build-in feature to create 
a quick ad hoc wireless network connection. What this means for you is 
that you can connect directly with another computer or laptop without 
the need of a router. 

1. Open the Windows Control Panel, and then click “Network and Internet”. 



2. The Network and Internet window will appear. Now click on “Network 
and Sharing Center”. 



Network and Internet 
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3. The Network and Sharing Center window will appear. Click “Set up a 
New Connection or Network”. 



4. The “Set Up a Connection 
or Network” dialog box 
will appear. From the list, 
select “Set Up A Wireless 
Ad Hoc (Computer-To- 
Computer) Network” option 
and click “Next”. 

5. Click “Next” again and it will 
ask you to type a Network 
name and select the Secu- 
rity settings as shown in the 
screenshot alongside. 

6. Make sure you select a 
good password. If you don’t 
know which security type 
to select, click on “Help 
Me Choose” link next to it. 
The default security type is 
WPA2-Personal. The secu- 
rity key is case-sensitive 
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and 8-63 alphanumeric characters. You can optionally select the check 
boxes to hide characters for your security key and save this network for 
future use. 

7. After you’re done, click 
“Next” , your ad hoc net- 
work will become ready 
for use! A confirmation 
page shows your ad hoc 
network settings. 

Now in the “Network And 
Sharing Center” you can choose 
what to share as you can see 
from the screenshot alongside. 

In order to Share an Internet 
Connection, click “View 
Status” next to the connection 
that you want to share. Now click 
on the Properties button which 
you will find under Activity. Click 
on the Sharing tab and tick the 
checkbox where it says ‘Allow 
Other Network Computers To 
Connect Through This Com- 
puter’s Internet Connection”. 

Under Home Networking Con- 
nection select “Wireless network 
Connection” and click “OK”. 

You’ll see your connection 
listed under Wireless Network 
Connection on the other com- 
puter. Simply connect from 
there and you’re done sharing 
the internet connection. 


The LAN way 

We’ve already seen how to 
create a quick ad-hoc wire- 
less connection between two 


Sharing slectivety 


Ijj) Wireless Network Connection Properties 


Networking Sharing 


Internet Connection Sharing 

P71 Allow other network users to connect through this 
computers Internet connection 

Home networking connection: 


Wireless Network Connection 2 


Allow other network users to control or disable the 
shared Internet connection 


Using ICS (Internet Connection Sharing) 


Settings. 


OK 


Cancel 


Letting others connect through your internet 
connection 
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computers. However, not everybody has a wireless card installed in their 
computers. So now we’ll show you how to create a local area network (LAN) 
connection between two computers. 

1. First of all, you need to go out and buy the straight patch Ethernet LAN 
cable (make sure that “patch” or “crossover” is written on the cord) and 
connect them to both computers. 

2. Go to “Network and Sharing Center” through the Control Panel, just the 
way we did while setting up the wireless connection. 



The Network and Sharing Center 


3. Select “Network Connection” and 
right-click Local Area Network 
connection and select “Proper- 
ties” Now select “Internet Protocol 
Version 4(TCP/IPv4)” and click 
“Properties”. 

4. Now once you’re inside the TCP/ 
IP properties of your computer, 
click “Use the following IP” and 
enter 192.168.0.1 as IP address 
and 255.255.255.0 as subnet 
mask. Leave the other details 
blank and click “OK”. 

5. Now go to TCP/IP properties of 


Local Area Connection Properties 


Networking 


Sharing 


Connect using: 


V - Marvell Yukon 88E8040 PCI-E Fast Ethernet Controller 


Configure 


This connection uses the following items: 

0 Client for Microsoft Networks 

0 ^Kaspersky Anti-Virus NDIS 8 Filter 
0 J§QoS Packet Scheduler 
0 File and Printer Sharing for Microsoft Networks 
0 Internet Protocol Version 8 (TCP/lPvG) 


Internet Protocol Version 4 (TCP/IPv4) 


0 Link-Layer Topology Discovery Mapper I/D Driver 
0 Link -Layer Topology Discovery Responder 


Install... 


Uninstall 


Properties 


Description 

Transmission Control Protocol/lntemet Protocol. The default 
wide area network protocol that provides communication 
across diverse interconnected networks 


OK 


Cancel 


Local Area Connection Properties 
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the second computer and 
enter the same details except 
the IP address, which should 
be 192.168.0.2 and click “OK”. 
6. Voila! Now the networks 
are ready. You might need 
to restart both computers in 
some cases. 

If you’re looking to share the 
Internet Connection between 
two computers, go to Local Area 
Network properties again and 
click on the Sharing tab. Here 
you can select “enable internet 
connection sharing”. 

To share files and folders 
between the two computers, 
go to the properties of that file/ 
folder and select Sharing tab. 
Click “Share” to being sharing 
it on the network. 

Sharing a net 
connection between 
a laptop and a phone 

Want to send a lengthy email 
but don’t want to type it on your 
phone? If you have an Android 
phone and a laptop, you can 
use your phone’s internet con- 
nect on your laptop in a few 
simple steps. 

You can share your mobile 
internet connection with a PC 
via a USB cable or via Bluetooth 
(USB tethering or Bluetooth 
tethering). You can turn your 
mobile or tablet into a Wi-Fi 



Internet Protocol Version 4(TCP/IPv4) Properties 


Internet Protocol Version 4 (TCP/IPv4) Properties 


General 


You can get IP settings assigned automatically if your network supports 
this capability. Otherwise, you need to ask your network administrator 
for the appropriate IP settings. 


^ Obtain an IP address automatically 
o Use the following IP address: 

IP address: 192 . 168 . 0 . 2 

Subnet mask: 255 . 255 . 255 . 0 

Default gateway: 


Internet Protocol Version 4(TCP/IPv4) Properties 





Internet Connection Sharing 

[V| Allow other network users to connect through this 
computer's Internet connection 


[rl Allow other network users to control or disable the 
shared Internet connection 


Using ICS (Internet Connection Sharing! 


Settings... 


Sharing your internet connection 



Sharing files and folders 
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hotspot and share your connection with up to eight devices at once. Let’s 
see how to tether using these different connections. 

Via USB 

If you’re running Windows 7 or any recent distribution of Linux, you can 
tether your computer in a matter of minutes. However, if you have an older 
version of Windows, you need to prepare your computer to establish a 
network connection via USB. 

1. Connect your mobile to your laptop/PC with the USB cable provided 
with the mobile and open Settings. 

2. Select “Wireless and network”. 

3. Choose “Tethering and portable hotspot”. 


iiH i 02:20 


n rfl 1 02:20 

Setting! 

Wire lei! arid ne Lwor k 

^ Wireless and network 


Flight mode 

Disable all wireless connections lLL=d 

c Call 


Wi-Fi settings 

Set up and manaqe wireEesi access points 

Sound 


Wi-Fi Direct settings 

Connect to other devices vie Wi-Fi Direct 

Display 


Kies via Wi-Fi 

Connect to Ktes via Wi Fi 

Power saving mode 


Bluetooth settings 

Manege connections, set device name, and 
visibility 

£2 Location and security 


USB utilities 

Bet USB cable con nett ion mode 

“ Applications 


Tethering and portable hots 

Share your phone's mobile data connection 
via UBS or a! a portable Wi-Fi hotspot 

Settings 

Wireless and network 

id U 02:20 


E3 ** nil ft 0230 

Tethering end portabEe hotspot 


Tethering endportabEe hotspot 

USB tethering 

No UBS device connected 


USB tethering 

Tet h e re d l M l 

Portable Wi-Fi hotspot settir 

Set upend menage porte ble Wi-Fi hotspot 


Portable Wi-Fi hotspot settir 

Set up end menage porte ble Wi-Fi hotspot 

Help 


Help 


Tetheryour mobile Connection via USB 
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4. Check “USB tethering”. Your phone is now sharing its internet connec- 
tion with your laptop. You’ll see an ongoing notification on the left of 
your notification bar. 

5. To stop sharing, uncheck “USB tethering” or simply disconnect the 
USB cable. 


% nil 1 02:30 

Portable Wi-Fi hotspot settings 

Portable Wi-Fi hotspot ^ 
Configure portable Wi-Fi hoi 

Android Hot spot 2063 (WPA2 PSK portable 
Wi-Fi hotspot) 


Creating a portable Wi-Fi hotspot 

If you have multiple users who want to use the internet at the same time, 
you can use your mobile as a Wi-Fi hotspot and connect to eight devices. 

1. Go to Settings. 

2. Touch Wireless & networks > Tethering & portable 
hotspot and check the “Portable Wi-Fi hotspot”. 

3. You’ll see an ongoing notification on the 
left of the notification bar. To discon- 
nect, uncheck “Portable Wi-Fi hotspot”. 

To configure your Wi-Fi settings 
open Settings. 

1. Touch Wireles s & networks 
> Tethering & portable 
hotspot. You can configure the 
Wi-Fi Settings only if the Portable 
Wi-Fi hotspot is checked. 

2. Touch “Portable Wi-Fi hotspot 
settings”. 

3. Touch “Configure Wi-Fi hotspot”. 

After the Configure Wi-Fi hotspot 

dialog box opens, you can change the net- 
work name (SSID) that other computers 
see when scanning for Wi-Fi networks. 

Secure the network with Wi-Fi Protected 
Access 2 (WPA2) security with a pre- 
shared key (PSK) and enter your desired 
password. Touch “Save” to save and exit. 


Connection via Wi-Fi 


nil i 02:30 


Portable Wi-Fi hotspot settings 


wt\ Configure portable Wi-Fi 
K.U hotspot 


Via Bluetooth 

If your computer has Bluetooth, you can 
configure your tablet to share its network 
connection with your computer. 


Network SSID 


An dro id H o tspot2063 


Security 

WPA2 PSK 

Password 

Enter password of at least 0 char adrrs 


□ Shaw password 



Security 
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1. To do this, you first need to pair your tablet with your computer. 

2. After this is done, you need to configure your computer to share its 
network connection via Bluetooth. You can do this by making your 
computer discoverable via Bluetooth and allowing incoming PAN con- 
nections. This process depends on the Bluetooth software you use; refer 
to its documentation for more details. 

3. Now, open Settings, touch Wireless & networks > Tethering & portable 
hotspot and check “Bluetooth tethering”. You’re now sharing your 
tablet’s connection with your computer. To stop sharing, uncheck 
“Bluetooth tethering”. 

Although you can tether via Bluetooth, you should prefer tethering via 

Wi-Fi because it offers higher data transfer rate □ 
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UP YOUR 
NETWORK 

A guide to setting up your very own 
network through routers, data cards and 
tethering, which is bound to boost your 
standing among your peers 

W e've already shown you how you can share an internet con- 
nection among different devices, and even share different 
files and folders across the network. In this chapter we’ll 
be showing you how to set up your very own network. 
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We’ll be exploring the ubiquitous options like routers and data cards. Apart 
from that, we’ll also tell you about tricks and techniques you might not have 
heard of, like pocket routers and tethering gadgets. 

So let’s get started: 

Using a router for your home 

As we’ve already seen, routers connect networks. We told you in the pre- 
ceding chapters, that if you want to give all of your computers access to 
the internet using one modem, you need to use a router or a modem with a 
built-in router Routers have a very wide range -from your PC running the 
good ol’ internet sharing software to zillions of dollars’ worth of systems of 
specialised hardware and software. 

The router is designed to act as an interface between your local network 
and the internet and take care of most of the more confusing networking 
options for you. This in itself is quite a headache- alleviator but routers even 
go a step further by providing firewall protection between the computers 
on your network and the rest of the internet. 

Physically, the router is situated between your laptop and the internet 

connection or broadband 
modem. All computers on the 
local network connect to this 
router and not directly to the 
modem. Routers are configured 
by logging in to them. The router 
has an IP address, and you use 
your web browser software, to 
connect to the router, log in and 
set the configurations. We’ll now 
give you a step-by-step guide 
to connecting and configuring 
your very own router: 

Connecting your router 

Although it may seem very daunting technically, setting up a router can be 
a piece of cake. In fact, after it’s set up, you rarely, if ever, have to reconfigure 
or mess with the router. 

Let’s take a look at the hardware side of the router. The only connections 
you have to worry about are situated on the rear. You may refer to the direc- 



Connectinq wirelessly to the Router 
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tions that came with the router for specifics on how things are set up, but 
generally the ethernet cables from your PCs hook into the LAN connectors. 
A single connector is designated for the broadband modem, which also 
plugs into the router by using 
an ethernet cable. 

Some routers come with on/ 
off switches. Nowadays you just 
need to plug the router into the 
wall socket to turn it on. There’s 
no need to turn off the router 
unless you’re troubleshooting The back of a Router 
the network or you plan on not 

using the network for an extended period; most people just leave their 
broadband modems and routers on all the time. Another important item 
you need to locate on your router is its reset switch. It’s probably located on 
the back of the router. The reset switch is most likely recessed. 

The front of the router is far less interesting than the back. The front 
features a few lamps that flicker as traffic flows into and out of the router, 
plus perhaps a status light or three. 

Setting up your router 

Now you’ll learn how to set up a Wi-Fi router to use with your laptop. In 
general, this process begins by connecting the router to the same computer 
that is attached to your broadband modem (in this example, your laptop); 
this allows automated configuration software to obtain the information it 
needs without any intermediary devices along the way. 

Here’s a typical setup: 

► The first thing you need to do is turn off the power to your broadband 
modem. If your modem doesn’t have an on/off switch, remove the power 
supply to the device. 

► Now, connect the power adapter to the back panel of the wireless router. 

► Plug this adapter into any AC outlet and make sure that the power 
LED illuminates. 

► Once you’ve ensured that the power LED is glowing, connect an ethernet 
cable to the broadband modem. 

► Restore power back to the modem. 

► Insert the other end of the ethernet cable into the WAN (wide area net- 
work) port on the back panel of the wireless router. 
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► Insert another ethernet cable between LAN Port 1 (on the back panel of the 
wireless router) and any available ethernet port on the NIC (network interface 
card) of the laptop, which you’re going to use to configure the Wi-Fi system. 

► Shut down the laptop connected to the Wi-Fi router and restart it. 

► Open your web browser and in the address bar of the browser, type the 
URL for the built-in setup screen of the wireless router. 

► For example, type http://192.168. 0.1 for most D-Link routers. 

► Now you may need to log in to the router. The below table shows a list of 
the standard addresses for setup screens as well as default usernames 
and passwords from several major makers. 


LIST OF ADDRESSES, USER NAMES AND PASSWORDS 


Router Manu- 
facturer 

URL 

Default 
User Name 

Default 

Password 

3com 

http://192.168.Ll 

Admin 

Admin 

D-Link 

http://l 92.1 68.0.1 

Admin 


Linksys 

http://192.168.Ll 

Admin 

Admin 

Microsoft 

http://192.168.2-l 

Admin 

Admin 

Netgear 

http://192.168.0-l 

Admin 

password 


Once you’re “in” 
the router, you’ll 
see a web page 
which is basically 
the router’s config- 
uration program. 
You may now refer 
to the directions 
that came with the 
device for the basic 
configuration of the 

router. In addition to those directions, you can use your web browser to set 

various options. Some of the most important ones are discussed below: 

► Change the router’s administrator password: Pick a strong password. Espe- 
cially for a wireless router, you don’t want to pick something obvious or easy 
that your nosy next-door neighbor or a novice hacker will guess. Note that 
Windows may not even connect to a wireless network that lacks a password. 

► Ensure that the router’s firewall is active: The firewall most likely is 
active, but do check, just in case. Use the router’s web-based interface in 
your PC’s web browser to navigate to the firewall option screen. 

► Set a Service Set Identifier (SSID): This is the name by which the wire- 
less network is known. Set the encryp- 
tion for the network (Wired Equivalent 
Privacy). Make sure that you note down 
the password! It will be a long string 
of numbers and letters, and you must 
enter it exactly to access the network. 

► Selective Access: You can configure Wireless base station 
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the base station to allow connections only from known computers. You 
specify this setting by listing the MAC address of the wireless ethernet 
adapter in each PC. 

► DHCP: Tell the wireless router to provide IP addresses dynamically 
for all computers on the network. This is also known as Dynamic Host 
Configuration Protocol (DHCP). 

Congratulations! You’ve now successfully set up your very own Wi-Fi 
router. The router remembers its settings, so there’s no need to reconfigure 
it after a power outage. After its setup, you’ll probably never need to mess 
with it again. 

Networks on the go 

So a wireless modem is only good within a certain range. But what happen 
when you’re on the go and you want to connect your laptop or tablet to the 
internet. You’ll be lucky if you can find a Wi-Fi hot spot - but in India, you 
might be hard-pressed to find one. If you’re traveling by car in unfamiliar ter- 
ritory, for example, Wi-Fi is a not-so-convenient option. So what do you do? 

This is where wireless data cards come into the picture. If you’re looking 
for flexibility, reliability and security, there’s simply no substitute for a 
wireless data card. It provides access anytime and anywhere to anything 
you need on the web from your laptop. 

What’s a wireless data card? 

A wireless data card makes use of cellular phone technology to connect your 
laptop to the internet. What it does is it dials into the wireless data network of 
your cellular carrier, 
and your laptop sees 
this as an always-on 
connection. This is 
very similar to your 
DSL or cable modem 
at home. Access to the 
internet is through the 
network coverage of 
the relevant telecom- 
munication company 
provider via Code 
Division Multiple Wireless data card 
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Access (CDMA), Evolution-Data Optimized (EVDO) or High-Speed Packet 
Access (HSPA) technologies. In India as well as abroad, all cellular carriers 
now, offer data cards to meet the ever-growing and ever-changing needs of 
its subscribers and the array of laptops, netbooks and now tablets. 

Types of wireless cards 

► Plug-in models: You have to simply plug these data cards into your 
laptop. You get them as USB cards and ExpressCards. These Express- 
Cards are like a smaller version of the older PCMCIA cards they’ve 
supplanted and have a much better battery life. 

You can move these USB wireless cards and ExpressCards from 
one computer to another, assuming the computers can accept the card 
type. USB cards are usually recommended, however, because they can 
be shared between computers and they work on Macs, PCs and even 
Linux OS computers. Also, many small laptops don’t have the room for 
an ExpressCard slot. 

► On-board wireless data cards: There are certain data cards which 
are built into the laptop. This makes them an excellent addition to the 
mobile gear of people-on-the-go. The only downside is that these cards 
are dedicated to the laptop on which they’re installed, and so they cannot 
be shared between devices. They also can be tougher to troubleshoot 
and are recommended only for true road warriors. 

► Multi-device cards: The third and the last type of data card is one that 
can share the same connection to a cellular carrier among multiple 
devices at once. The pioneer of these devices is the MiFi, about the size 
of a credit card. You can use it in two ways: 

1. You can either connect it directly to your laptop with a USB cable, like 
the USB data cards mentioned above or, 

2. You can leave it disconnected and turned on. It will then act like a Wi-Fi 
hotspot for access by as many as five users (although three users is a 
practical maximum). Note that this use of MiFi cards can be confusing 
at times and is usually recommended for the computer savvy. Just make 
sure you remember to charge your MiFi card. 

How does it work? 

A USB broadband card interfaces with the connected computer using a 
Universal Serial Bus (USB) connector. 

► When the device is connected, the computer interprets the device as a 
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network adapter and the machine’s operating system begins sending 
network traffic to the device using standard networking protocols. 

► When the broadband card receives networking data from the computer, 
it converts the data into radio waves in order to interface with the wire- 
less broadband carrier’s point of presence or hub. 

► Depending on the card’s vendor and the wireless broadband carrier, the 
frequency of radio waves may vary considerably: some carriers use the 
800 megahertz (800MHz) frequency while some specialised carriers 
use frequencies reaching up to 38 gigahertz (38GHz). 

► Wireless broadband employs an advanced data encapsulation method 
known as Time Division Multiplexing which helps the broadband card 
balance upstream (upload) and downstream (download) data packet 
transfer for optimum network and frequency utilisation. 

How to set it up 

Since many different cellular services offer their own data card, the instal- 
lation procedure varies from one Data Card to the other. In this section we’ll 
be describing the most generic way of setting up your own network. You 
should be able to getting yourself up and running with Wireless Broadband 
with very few deviations, from what is outlined below: 

USB modem setup 

1. Connect your Wireless modem to an available USB port on your computer. 

2. Once connected, your USB modem will automatically check that the 
Proprietary Connection software has been installed onto your com- 
puter. The first time you connect the USB modem to your computer, 
the modem will automatically install all the necessary software. 

3. The setup wizard will guide you to install the software. Just follow 
the onscreen instructions to complete the software installation. Then 
click “Finish”. 

4. Double-click on the Service Provider’s Wireless Broadband Icon on 
your computer desktop or taskbar to launch the Connection software. 

5. The Wireless software will locate the Service Provider’s network and 
will display the available network in the bottom left-hand corner. 

6. Once the modem has located the Service Provider’s network, click on 
the CONNECT button. 

7. Congratulations, you’re now connected to Wireless broadband. Open 
your internet browser and start surfing the internet! 
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Data card setup 

1. If your data card came with an installation CD, insert it into the CD 
drive of your computer. 

2. If your data card didn’t come with an installation CD, insert the data 
card into a compatible PCMCIA port on your laptop. 

3. Your CD or data card will then install the Connection software 
onto your computer. When instructed, follow the onscreen 
instructions to install the connection software and complete the 
software installation. 

4. Once the software has been installed, double-click on the Service 
Provider’s Wireless Broadband Icon. 

5. The Wireless software will locate the Service Provider’s network and 
display the available network in the bottom left-hand corner. 

6. Once the modem has located the network, click on the Connect button. 

7. Now, open your browser and start surfing the internet! 

Other uses 

More advanced users can make use of wireless data cards along with a 
special router, to create their very own DSL-type connection — the data card 
becomes their ISP. Plug as many as five cards into an 802.11b/g/n router 
to do this. For example, if you’ve a temporary research site, and you need 
to connect multiple computers to the internet; you can use the data card’s 
internet connection and the router to set up the link. 

Tethering 

We’ve made passing references to tethering before in this book. Let’s take 
a closer look at what tethering is all about - iPhone tethering as well as 
Android tethering. 

Tethering is a general technique available on many cell phones and 
smartphones to access the internet. With the right software and data plan 
from a cellphone carrier, it allows users to connect their smartphone to a 
computer and use the phone’s 3G internet connection to provide wireless, 
always-on connectivity to the computer. 

iPhone tethering 

When you use an iPhone as a wireless modem to provide internet access 
to a computer or other Wi-Fi-enabled device, like an iPad or iPod Touch, 
it’s called iPhone Tethering. 
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Requirements 

To use iPhone tethering, you must have an iPhone 3GS or higher, running 
iOS 4 or higher, with a data plan that supports tethering. 

Costs 

Tethering often requires a monthly data plan subscription in addition to 
the standard phone contract. Most major iPhone carriers offer data plans 
that include tethering. 

Connecting 

Devices can connect to the iPhone when it’s in tethering mode three ways, 
via Wi-Fi, Bluetooth and USB. USB is the default method when using Per- 
sonal Hotspot, but it is easy enough to enable Wi-Fi and Bluetooth sharing, 
too. We’ll be telling you more about this shortly. Keep in mind that tethered 
connections are generally slower than broadband or Wi-Fi connections, 
even if they’re more portable. 

Personal hotspot 

While tethering is the general name for this functionality, Apple’s imple- 
mentation of it and the way its onscreen iOS functions are labeled is called 
Personal hotspot. 

Check if tethering is enabled 

There are two ways to check if iPhone tethering is enabled on your account. 

First, you can log in to your wire- 
less account online and check your plan. 

Tethering will appear if you’ve added it to 
your plan. 

Another way to go about it, is to check 
it on your iPhone itself. To find out, tap the 
Settings icon, then go to General > Net- 
work. Scroll down to the Personal hotspot 
button. If it reads “off or on”, tethering is 
enabled. If it’s not, the button will read “Set 
Up Personal Hotspot.” 


How to use tethering 

1. The first thing you need to do to begin set- 



Navigating to Network Settings 
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Enable 3G 

Using 3G loads data faster, but may 
decrease battery life. 


Cellular Data 

EX 



Data Roaming 

OFF 


Turn data roaming off when abroad 
to avoid substantial roaming charges 
when using email, web browsing, and 
other data services. 


Set Up Personal Hotspot 

Personal Hotspot lets you share your 
iPhone’s Internet connection with your 
computer via Wi-Fi. Bluetooth or USB. 


Setting up your personal hotspot 

P AT&T 9:54 AM ’ 


General Network 


■ 


Enable 3G 


62 % C* 




Set Up Personal Hotspot 

To enable Personal Hotspot on this 
account, contact AT&T at 611 or 
visit http://www.att.com/mywireless 


ting up your Personal Hotspot is tap on the 
Settings icon on your home-screen. Then 
tap on “General”. Then tap “Network”. 

2. In the Network Setting screen, you’ll see a 
button labeled “Set Up Personal Hotspot” 
about halfway down the screen. Tap this 
button. You’ll only read this before setting 
one up the first time. The next time you do 
it, it will simply read “Personal Hotspot”. 

3. If a pop-up comes up like the one shown 
alongside, it means that you haven’t’ 
added the Personal Hotspot service to 
your iPhone’s data plan, or don’t already 
have tethering enabled. In order to use 
this option, you’ll need to add tethering 
to your iPhone data plan, as it sup- 
plies both - tethering and the Personal 
Hotspot service. To do this, call your cell 
phone carrier or add it via your web- 
based account. 

4. Once you’ve added the Personal Hotspot/ 
tethering to your data plan, you’ll see a 
screen like the one below when you tap 
on the Personal Hotspot menu on the 
Network screen. 

5. Now in order to start up your Personal 
Hotspot, slide the Personal Hotspot slider 
to “On”. If you want to change the pass- 
word, tap the password field and edit it on the next screen. Anyone 
wanting to connect to your hotspot via Wi-Fi will need to supply this 
password in order to gain access. 

6. As we told you before the default mode of connection to your Personal 
Hotspot is USB only. When you turn on your personal hotspot, you’ll 
see this pop-up asking if you’d like to turn on Wi-Fi and Bluetooth to 
allow for wireless connections. Tap the Turn on Wi-Fi and Bluetooth 
button, as you see fit. 

Congratulations! You’re done setting up your Personal Hotspot and are 

ready to let others connect to it. 




Set Up Personal Hotspot 


Personal Hotspot lets you share your 
iPhone’s Internet connection with your 
computer via Wi-Fi. Bluetooth or USB. 


Enabling your personal hotspot 
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When other devices are connected to your 
Personal Hotspot, you’ll see a message in blue 
at the top of the screen or on the lock screen 
indicating that the Personal Hotspot is active 
and the number of users connected to it. 

Now that your Personal Hotspot has been 
set up, when you want to turn it on in the 
future, simply tap the Settings icon and you’ll 
find a new Personal Hotspot menu item at the 
top of the screen, just under Airplane Mode 
and Wi-Fi. 


.i;._ AT&T 3G 9:59 AM 61%S» 


Network Personal Hotspot 


Personal Hotspot 

Turn on Personal Hotspot to share your 
iPhone's Internet connection. Additional 
usage charges may apply. 

Wi-Fi Password meadow3379 > 


To connect using Wi-Fi 

1 On your computer, choose iPhone 
from the list of network services in 
your settings. 

2 Enter the password when 
prompted. 



To connect using Bluetooth 

1 Pair iPhone with your computer. 

2 On iPhone, tap Pair or enter the 
code displayed on your computer. 

O n ... « Pit. ■- ,, i t - 


Android devices: Tethering and 
portable Wi-Fi hotspots 

Just like in the case of iPhone, Android 
phones also give you the option of sharing 
your Google Android device’s mobile data 
connection with a single computer via a USB 
cable or via Bluetooth. This may, however, 
depend on your model of Android device and 
your carrier. You may also be able to share 
your Android device’s data connection with 
up to five devices at once, by turning your 
phone into a portable Wi-Fi hotspot. 

We’ve already shown you how to share a 
connection from your Android Mobile to a 
laptop or tablet, by creating a Wi-Fi Hotspot 
or tethering via USB or Bluetooth. However 
there is a small catch - it only works on Windows 7. If you want to tether 
your Android device via USB to a computer running Windows XP, you 
must prepare your computer as described: 

1. Download the configuration file “tetherxp.inf” to your Windows com- 
puter from http://www.android.com/drivers/tetherxp.inf 

2. Use the USB cable that came with your phone to connect your phone 
to your computer. 

3. On the Android phone, press Home, press Menu, and touch Settings to 
open the Settings application. 

4. Touch Wireless & networks > Tethering & portable hotspot. 


Turning on your personal hotspot 



Turning on Wi-fi and Bluetooth 
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5. Check USB tethering. 

6. When Windows’s New Hardware Wizard opens, select “No”, not at this 
time and click “Next”. 

7. Select “Install from a list or specific location” and click “Next”. 

8. Click “Browse” to browse to the directory where you installed the con- 
figuration file you downloaded in Step 1 and click “Next”. Windows uses 
the configuration file to configure itself to support USB tethering with 
the Android phone. 

9. When Windows finishes installing the software for Android USB Eth- 
ernet/RNDIS, click “Finish”. 

You can now use the new Windows local area network connection 
provided by your phone via USB tethering. 

Pocket router 

We’ve all been in situations when we felt the urgent need to access internet on 
multiple devices like laptops, tablets and mobiles. Sometimes a data card is 
not enough for your networking needs; maybe because you can’t connect it to 

your phone or your tab. 
A pocket router is your 
solution to this problem. 

With a pocket router, 
you can create a secure 
Wi-Fi hotspot any- 
where almost instantly. 
Weighing around 80 g 
with a size that can fit in 
your pocket (hence, the 
name), these routers offer 
speeds up to 3.1 mbps. 
You can get a pocket router with a Tata Photon or an MTS connection at 
around ^5000. Or you can buy D-link DIR-457 pocket router for ^10,000 
and use any UMTS/HSDPA SIM card. Completely portable and with a 
battery life of about four hours, you can connect five devices (16 for Dlink) 
to the pocket router. 

Let’s look at how to set up a pocket router. Here we’ll be taking a look at 
the Tata Photon D-link DIR-457 pocket router. 

1. First, open the back cover and insert the battery and the SIM card. 

2. There are two modes of connection: USB and Wi-Fi 



■ SJM Card Slot 


1 microS!} Slot 


RoutarfMoifflEn Switch 


An overview of the router 
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3. You can switch the mode 
using the selection switch. 
Once in USB mode, you can 
connect your router to your 
computer with the USB 
cable provided and power 
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D Link 

m»P ckot 


3G Internet Setting 


Welcome Screen 


Select Profile Type 


3 


on the device. The Connec- 
tion Manager should start 

D-Lillk 

w«oa« to trofb 

up automatically. 

DIR-457 


Now, let’s configure the 

my Pocket 


3G connection. 

Goto Settings > Switch 


®U» Practrftjrt PmHa 

to USB Modem ConnMgr 


To fortnue, tkk M»it 

You’ll have to set up a 



new profile. Click on the 



Profile button. 


| knt > ] | cjred 


Select Profile type 


Click on the New button to 
create a new profile. 

Select your profile type. 

You can choose Preconfigured 
settings or create your own 
User Defined Profile. 

If your service provider 
isn’t listed in the preconfig- 
ured list, choose User Defined 
Profile and click on “Next”. 

Fill in your profile name, 
phone number, APN, user- 
name, password and authori- 
sation type. You can get these 
details from your service provider. 

Click “Finish” and you’re ready to connect. 

You can now connect to the internet by clicking on the black connect 
button, once connected, it will turn green. To disconnect, click on the green 
disconnect button. 

To configure your Wi-Fi settings: 

1. Go to Settings > Switch to Wi-Fi and Basic Settings 

and select “Wi-Fi settings”. 




ProAe Name: 

PhwNun**nl 

APNl 

JUTMWCf [ 

User Name; 

PnoHcrd: 
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< Finish Caned 



Fill your details 
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2. Here you can man- 
ually choose your 
SSID and select the 
security mode. 

3. Click on the 
Security mode 
dropdown 

box and select 
WPA2 security. 

4. Enter your 
desired password. 

5. To check your 
usage, go to View 
> Usage and select 
the Current Month 
tab or the Previous 
Month tab. You can 
also control usage 
using the connec- 
tion manager. 

6. Open the connec- 
tion manager. 

7. Select Tools > 
Preference and 



Secure your Network 



select the Usage Setting the right Limits 
tab. 

8. After checking the “Limit by Data“ checkbox, you can put in a limit on your 
use. Once you’ve exhausted this limit, you’ll be disconnected automatically. 


Additional features 

Now that you know how to connect to the internet, let’s look at how you can 
use this pocket router to send text messages to other phones. The D-link 
router can be used to perform all the text messaging functions that can be 
done on a mobile phone such as sending, receiving, replying, forwarding 
and deleting. 

1. To start messaging, click on the SMS tab in the connection manager. 

2. Click on “New message” to compose a new message. Enter the recipi- 
ent’s phone number or select it from your contacts stored on your SIM 
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card. Type in your 
message and click 
“send”. 

3. To reply or for- 
ward a message, 
select and click on 
“Reply/Forward”. 
You don’t need 
your mobile handy 
whenever you want 
to send a message 
because the router 
has its own contact 
manager which can 
be used to add, edit 
or delete contacts. 


► 


To add a contact, 
click the Contacts 
button. Now, select 
“Add” and enter the 
contact name and 
the phone number. 
Click “OK” and 
the contact will 
be saved on your 
SIM card. 
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New message dialog box 


► 


► 


To edit a contact, click the Contacts button and select “Edit”. Make the 
necessary changes and click “OK” to save your changes. 

To delete a contact, select the contact and click on the delete button. To 
delete all contacts, click “Select All” and hit the Delete button. 

If you already have your contacts in vCards, you can import them here 
in just a few clicks. Go to Contacts and click the Import button. Select the 
vCards you want to import and click Open. After the import, a message 
will display the important contact information. You can also export your 
existing contacts by clicking the Export button and selecting the destina- 
tion to save the vCards. Click “OK” to export the cards. A message will be 
displayed after the transfer is complete. 
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ADVANCED 

HOME 

NETWORKING 

A glimpse at what the future holds, 
where you’ll be able to access all your 
data from anywhere in your home from 
any device at any time 


W elcome to the future of advanced home networking. Gone 

are the days of cluttered and tangled unattractive wires. 
Each and every device in your home will be seamlessly 
connected to one another and you’ll be able to access 
each and every type of file - photos, music, movies - on any device, from 
anywhere in your home. With the advent of DLNA, NAS and wireless 
technology, you’ll be able to control everything remotely, including your 
media players, torrent downloads, web camera and even your home 
lights and sprinklers. 
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Digital Living Network Alliance (DLNA) 

In the earlier chapters we introduced you to DLNA and told you how DLNA 
is a worldwide collection of electronics, computer, and mobile device com- 
panies that lets these consumer products connect and communicate with 
each other and share digital media easily DLNA makes it possible for you 
to have a cool networked home and create a digital network that moves 
with you - from room to room, device to device and moment to moment. 
You can begin your age of digital living in two simple steps: 

1. All you need is a wired or wireless home network, and guess what? You’re 
ready to get started! That’s because today’s DLNA Certified devices con- 
nect, discover and communicate with each other over a home network 
- like the one you currently have for sharing your broadbandinternet. 

2. Purchase DLNA Certified® products available on the market. Once these 
devices are connected to your home network, there’s virtually no limit 
to what you can do. 

Now all this sounds very cool, but what is it exactly that DLNA allows 
you to do? Imagine you’ve just downloaded a movie on your smartphone, but 
you don’t want to watch it on the small screen of your phone. Who would, 
when you have a 42” flat screen LCD TV, right? So if your smartphone and 
TV are DLNA certified, what you need to do is very simple: 

1. Locate the movie on your smartphone 

2. Send it to play on your TV - all done wirelessly. 

Or maybe you want to watch a movie in the living room, but the TV 
with the DLNA Certified® set-top box is in the bedroom and already being 
used to watch a teary soap saga. Rather than watching something else or 
waiting to use the TV in your bedroom, you can simply: 

1. Access the set-top box 

2. Watch your show on the living room TV. 

A DLNA Certified® smartphone just might leave you speechless. With 
your smartphone, you can now: 

► Find, send and play music: Simply locate your favorite playlist on your 
smartphone and play it on any receiver, such as your DLNA Certified® 
wireless speakers or AV receiver. 

► Send and print photos: You can now access the photos you took earlier 
in the day on your smartphone and have them printed directly from 
your DLNA Certified® digital printer - all done wirelessly, of course! 

► Send, view and upload videos: Just like you we told you earlier, you can 
send videos stored on your smartphone to view on your DLNA Certi- 
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fied® TV. After that you can transfer and store the videos on your DLNA 
Certified® network attached storage (we’ll explain NAS in detail later on). 

Getting your hands dirty 

So now it’s time to get down to the basics, and set up the connection that will 

enable you to do all the cool things we’ve described above. In this section, 

we’ll be showing you how to connect your LCD television to your home 

network with a wired ethernet connection. 

First of all, you need the following equipment: 

1. An internet connection. 

2. A router (If you’re connecting more than just the TV to your internet 
connection). 

3. An ethernet cable long enough to connect from the TV to your router 
(or ethernet wall jack). 

After you have all of the above equipment, follow these steps: 




Connecting the Ethernet Cable 


Connecting the Ethernet 
Cable to the LAN 


1. Connect the ethernet cable to your router, 
modem, or wall ethernet jack. 

2. Connect the other end of the ethernet cable to 
the LAN port on the back of your TV. 

3. Press the MENU button, and use the direc- 
tional arrows to select “Setup” 

4. Select “Network”. 

5. If Network Type is set to Wireless, select “Net- 
work Type” and then select “Wired”. 

6. Select “Network Setup”. 

7. Select “Internet Protocol Setup” and then 
select “Auto”. 
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8. Select “DNS” and then select “Auto”. Most 
users will select “Auto for Internet Pro- 
tocol Setup and DNS”. If your network 
requires you to put in a Manual IP address 
and DNS Server, enter those settings. 

9. Press the RETURN button to return to the 
Network screen. 

10. Select “Network Test”. The TV now tests 
the network to make sure it’s connected 
and working properly. 

If the connection test fails, make sure 
that the ethernet cable is properly con- 
nected to both, the TV and the router. Next, 


Network 


| Network Type 

Wireless 


Network Setup 
Network Test 

SWU Samsung Wireless Link) : 

On 


SWL connect 



: Move 

E 1 Enter 

D Return 


Changing the NetworkType 



Network 

Network Type 

; Wired 


Network Setup 


Network Test 

SWllSentsung Wireless Link! : On 
SWL connect 


Move E 1 Enter O Return 


Setting up your Network 


Network Setup 


Fernet Protocol Setup 


: Auto 


tP Address 
Subnet Mask 
Gateway 


DNS 

DNS Server 


; Auto 


t Mwe I tutor "3 Return 


Specifying Automatic Setup 


power off the TV and unplug 
the modem and router. Wait fpr 
about a minute and then plug the 
modem and router back in, and 
then power on the TV. Rerun the 
Network Test. 

If you have a wireless net- 
work, it’s substantially easier and 
all you need to do is select your 
network type as Wireless in Step 
5 and proceed exactly like before, 
from step 5 onwards. 


Media servers 

Media Servers have been often touted as panacea to all your file storage 
woes. But what exactly is a media server? 

In its most simplistic sense, a media server is a device that stores and 
shares media. Now this is a very vague and open definition and encompasses 
a number of different types of devices. It may be a simple NAS, a home 
theatre PC running Windows XP Media Center Edition or a commercial web 
server that hosts media for a large web site. When we speak about media 
servers in a home setting, we’re usually referring to its role as a collector 
of a host of information, including but not limited to video, audio, photos 
and books. These different types of media, irrespective of their origin, are 
stored on the media server’s hard drive. 
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In this section, we’ll be showing you how to build up your own media 
server, using your old unused PC. We’ll also show you a cool feature that 
comes with Windows 7, which encapsulates what Media Servers are 
all about. 

Building your very own media server 

While the market is now being flooded by computer manufacturers coming 
out with “media servers” to sell to consumers, it’s important to know that 
you don’t have to necessarily buy a brand new machine. Instead, you can use 
cheap (or salvaged) parts to build your own box, as media server hardware 
doesn’t have to be top-notch. 

You may have one or two old computers hanging around the house, in 
a corner, in a basement, attic, etc. just collecting dust. We’ll now show you 
how to build home media servers from this old junk of a computer. Note 
here that in this short tutorial, we’re assuming you have XP running on 
your old computer. But it should work equally well with any Windows OS. 

1. Start by clicking “Start” and “Control Panel.” 

2. Select “Network Setup Wizard.” 

3. Press “Next” two times and then select “This computer connects to the 
internet thorough a residential...” and then select “Next.” 

4. Enter a name and description for your server and then click “Next.” 

5. In the next window, select the workgroup name and then click “Next.” 

6. Now, select the “Turn on Windows File and Printer Sharing” option and 
click “Next.” 



Choosing the 
Network Setup 
Wizard from the 
Control Panel 
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Specifying 
a nameand 
description for 
your server 



7. Make sure the info is right and click “Next” again. 

8. On the following screen, select “Just Finished” and then click “Next” 
and “Finished.” 

9. To start sharing, simply create a folder in any directory. 

10. Now, right-click on the folder and click “Network Sharing and Security”. 

11. When the Security and Sharing window loads, select “Share this Folder 
on the Network” and “Allow Network User to Change My Files.” 

12. Now go to your other computer(s) that you wish to access these files at and 
click on “Start” and then right- 


click on “My Computer” and 
select “Map Network Drive.” 

13. Now, click “Browse” and select 
the name of the home server and 
click the “+” beside it to expand 
the options and click the folder 
that we just created. 

14. To access your newly estab- 
lished home media server, 
simply go to “My Computer” 
and double-click on the drive 
you created and you’re in! 
You should now be able to 
copy and paste files to your 
heart’s desire! 


Shared Folder Stuff Properties 


0 ® 


General 


Sharing 


Customize 


Local sharing and security 

T o share this folder with other users of this computer 
only, drag it to the Shared Documents folder. 

T o make this folder and its subfolders private so that 
only you have access, select the following check box. 


31 


[~1 Make this folder private 

Network sharing and security 

T o share this folder with both network users and other 
users of this computer, select the first check box below 
and type a share name. 


Ai 


0 Share this folder on the network 
Share name: 


Shared Folder Stuff 


0 Allow network users to change my files 
Learn more about sharing and security . 

.p Windows Firewall is configured to allow this folder to be shared 
with other computers on the network. 

View vour Windows Firewall settings 





OK 


Cancel 





Apply 


Sharing your FioLder 
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Map Network Drive 


[31 


Windows can help you connect to a shared network folder 
and assign a drive letter to the connection so that you can 
access the folder using My Computer. 

Specify the drive letter for the connection and the folder 
that you want to connect to: 


Drive: 

Folder: 


Z: 


\\Music-serv\music (E) 


Browse. 


Example: \\server\share 

0 Reconnect at logon 

Connect using a different user name . 

Sian up for online storage or connect to a 
network server. 


< Back 

Finish 


Cancel 


Mapping the 
Network Drive 


Sharing digital media with other computers on a home 
network with Windows 7 

Windows 7 comes along with Windows Media Player 12 which you can use 
to easily turn your personal computer into a media server to stream music, 
movies, and pictures to other computers and devices on your home network. 

1. In order to start streaming media from your Windows 7 machine you’ll 
need to turn it on by opening Media Player. 

2. In the Library section of Windows Media Player 12, click on “Stream”then 
click “Turn on media streaming.” 

3. Alternately you can also bypass Windows Media Player 12, and do the 
following: 

a. Open Control Panel. 

b. View All Control Panel Items. 

c. Select “Network and 
Sharing Center”. 

d. Select “Media 
streaming options” 

e. Click on the button 
to turn on media 
streaming and press 
“OK”. 

4. Now you’ll be able to 
view all the devices 
which are connected to 



Turning on Media Streaming 
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Alternate way 
to turn on Media 
Streaming 





inq Center\Media streaming option: 



Search Control Panel 


P 


Choose media streaming options for computers and devices 


Media streaming is not turned on 

Media streaming allows you to send your music, pictures and videos to other computers and 
devices on your network. It also allows you to receive media from other computers and devices. 

If you turn on media streaming, your current network profile and firewall settings will be modified. 
You should turn on media streaming only on networks that you trust, such as home or work 
networks. 


Turn on media streaming 

6 


Tell me more about media streaming 
Read the privacy statement online 


OK 


Cancel 


the network and can then select which computer or media device have 
access to the media. 

777 g mm 
J 


5. You can also customise 
the streaming settings by 
selecting what will be shared 
and also notice the parental 
ratings control. 

6. Now that we’ve enabled 
media streaming, it’s time 
to take a look at what to 
look for in Windows Media 
Player 12. On another device 
on the network open Win- 
dows Media Player and 
under Library you’ll see 
“Other Libraries” and the 
available libraries of Music, 
Video and Pictures available 
for streaming. 

Isn’t this a cool feature? You 
now have a dedicated computer 
with a lot of disk capacity to run 
as your media server. This gives 
you the freedom to have com- 


He 


’ I tf * | Sevrd' fonrra' Sj - ei™ 


CtlOOM iTirdiM: strrtftiinfj tipi irUis lor cOmjiutarx ,ir;d cStvk 
ititliJ librtiy rrr/Jt»:gM*: 




£ heel* dif mj( 


4KH Sit 41 ntf»*okf »] 


Alt™ U | Block a 


$ 

V 


Ms-.'* pic-g«*Tij on- * ■ n PC anil icrrc^c tunr-djlium . irriw i v * 

4lr>v<Li' srcerr winp lert.njc 

— — |l 


Qivtt at till 4 HttktA 


Cudcmnr.. *1 

Ej>K]SYfc.. 


■i f-'.-rr. r- 


£ hcc :« hnmtrjtnup and ihiiing cponns 
Chfivw pc-Atr tfHitim 

f oU mp mol# 1 1 ■!' ul mntj eiPHiiimj 
Brrd tlir pni|^ '.lolni^ni c 




CvKfl 


Selecting your networked device 



Customising media streaming settings 
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Other Libraries 
mysticgeek (mysticgeek-pc) 

J3 Music 

Artist 
0 Album 
Genre 
g Videos 
I J] Pictures 
3 Recorded TV 

Media Guide ▼ 





mm 


Led Zeppelin 

15 Songs 
84 minutes 
3 star average 


Mastodon 

2 Songs 
18 minutes 

3 star average 



y o I i 


Streaming Media 
in Windows 
Media Player 


puters and tablets and laptops, containing less space, connect and enjoy 
all the media they want. 



NAS boxes 

Remember floppy disks? Yes, those square disks which were quite a rage 
in the 90‘s but now would be hard to find even in an antique store? His- 
torically, floppy drives have been widely used to share data files, but today 

the storage needs of the average 
person far exceed the capacity 
of floppies. Enter Central file 
servers. They made use of 
basic client/server networking 
technologies to solve these data 
storage problems. File servers 
have had a long track record 
of success. However many 
homes, workgroups and small 
businesses are not usually in a 
position to justify dedicating 
a fully general-purpose com- 
puter to relatively simple data 
storage tasks. 

This is where NAS or Net- 
work Attached Storage enters 
the picture. NAS challenges the 
NAS servers make storage convenient traditional file server approach 
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by creating systems designed spe- 
cifically for data storage. Instead of 
starting with a general-purpose com- 
puter and configuring or removing 
features from that base, NAS designs 
begin with the bare-bones compo- 
nents necessary to support file 
transfers and add features “from the 
bottom up.” 

But wait - here comes the best 
part ! You don’t have to go out and 
purchase a NAS device. You can 
build a superior alternative using 
spare parts left over after upgrading 
your PC. That’s right folks! You can 
build your very own NAS with the 
following parts: 

• ISO recorder (Free, http://isorecorder.alexfeinman.com/isorecorder.htm) 

• USB thumb drive 

• Motherboard 

• CPU 

• Case 

• Memory 

• Videocard 

• Optical drive 

• Power supply 

• One or more hard drives 

Now that you’ve got hold of all the requisite parts, the first step in the 
process is to build the physical NAS box. However, since this is no different 
from assembling a PC, we’ll skip ahead to the installation of the operating 
system. We’re going to walk you through the finer points of setting up a 
FreeNAS-based network storage device on your very own. 

Burn the FreeNAS ISO to CD 

First of all make sure your motherboard’s BIOS is configured to boot 
from a USB device, as we’ll be installing the operating system to a 
thumb drive. 



A portable NAS device 

• FreeNAS (Free, www.freenas.com ) 
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FreeNAS is based on FreeBSD, which is a Unix-like open-source OS. 
FreeNAS is different from both, Linux and Windows. You should therefore 
bear in mind that using the OS as the backbone of your file storage is going to 
wipe out anything that might be on the hard drives you use. But there’s also a 
bright side to it - FreeNAS itself requires no hard drive space for installation. 

Download the FreeNAS ISO and insert a CD in your burner. If you don’t 
already have software capable of burning an ISO image to a CD, download 
and install the free utility ISO Recorder. Once you’ve burned the image, 
put the CD in your NAS box’s optical drive, restart your computer and boot 
FreeNAS from the CD. 

Install FreeNAS on a USB thumb drive 

We’re going to set up our NAS to boot from a USB thumb drive so we don’t 
limit our upgrade options. 

► Plug a thumb drive into the NAS box’s USB port when the FreeNAS 
Console Setup menu appears. 

► Choose the menu item “Install/Upgrade to a hard drive/flash device, etc.” 

► When prompted next, choose the first option: “Install ‘embedded’ OS 
on HDD/Flash/USB.” 

► Choose the optical drive containing the FreeNAS ISO image and hit Enter. 

► Now select the USB thumb drive on which you want to install the OS. 

Configure your network settings 

► After you’ve installed the operating system on the thumb drive, remove 
the CD and reboot your NAS box. 

► When your NAS box has rebooted, choose the first item from the Console 
Setup menu “Assign Interface”. 

► Unplug the NAS box’s ethernet cable and choose the OS’s Auto Detec- 
tion option. 

► When prompted, plug the ethernet cable back in and hit the Enter key. 

► You’ll get a message that reads “Detected link-up on interface XX,” where 
“XX” is the name of your ethernet interface. Hit the Enter key again. 

► The next screen will read “Configure OPT interface.” 

► Choose the option that reads “Finish and exit configuration” and hit 
the Enter key. 

Now the next thing we need to do is set the LAN IP address. However 
before we can do that, we need to reboot the computer. You can do this by 
typing the number 7 and hitting Enter to reboot the computer. 
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► When the machine has finished rebooting, choose the second item from 
the Console Setup menu “Set LAN IP Address”. 

► When prompted whether you want to use DHCP, choose Yes unless 
your network is set up with static IP addresses. 

► At the next prompt, select “AutoConfiguration for IPv6.” 

► The OS will then give you the IP address that’s been assigned to the 
NAS box. You can ping your NAS box in order to ascertain if it has 
joined your network, 

► You can manage the settings of your NAS box using your web browser. 
Just type the NAS box’s IP address into your browser’s address bar. (The 
default user name is “admin” and the password is “freenas”.) 

Configure your drive 

Once you’ve logged into the web GUI, you’ll want to take a shot at a few 
important configuration steps: 

► Start by clicking General (in the left-hand menu stack, under the 
System heading) and change the desired information in the large pane 
on the right. 

► Change the name of the NAS. 

► Set the correct date, time, and time zone. 

► Create a unique username and password. 

► Click the Password tab, type in the existing password (“freenas”), and 
enter your new password in the two boxes provided. You’re now ready 
to prepare your hard drive. 

► Go back to the left-hand menu and choose Management under the 
Disks heading. 

► The plus sign inside the circle on the right-hand pane indicates that you 
can add an element to the NAS. 

► Click the plus symbol and all the drives in your system will appear in 
the window next to the disk heading. Choose your hard drive. 

► Make sure that the value for “Preformatted file system” is set to “unfor- 
matted” before you click the Add button; then click “Apply Changes”. 

Format and mount the hard drive 

Are you ready to wipe your drive? What you need to do, is return to the 
“Disks” heading in the left-hand column of the NAS box’s administrative 
options and choose the Format option. From the dropdown menu select 
your hard drive and enter a volume label. Accept the remaining default 
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choices: “File System: UFS (GPT and Soft Updates),” “Minimum Free Space 
(8),” and “Don’t Erase MBR (unchecked).” Click the Format Disk button. 

Before you can access a drive, you have to mount it. So go back to the 
left-hand Disks menu and click “Mount Point”. Click the circled plus sign, 
select “Disk” from the dropdown Type menu, and choose your hard drive 
from the dropdown Disk menu. Select “EFI GPT” from the Partition menu 
and UFS for the File System value. Click the Add button when you’re fin- 
ished. An OK message in the Status window indicates that the drive was 
successfully mounted. 

Enable services and create shares 

We need to be able to access our NAS box using computers running Win- 
dows, so it’s essential that we enable the SAMBA networking protocol on 
our NAS box. Look in the left-hand column for the heading labeled Services 
and click the CIFS/SMB menu item. Place a check mark next to “Enable” 
in the main window but leave all the values at their default settings. Click 
the Save and Restart button. 

Now that you have SAMBA up and running, you’ll have to create one or 
more network shares. This will allow your remote computers to treat the 
NAS box’s hard drive(s) as though they’re a local resource - which is why 
we made the NAS in the first place. 

So click the Shares tab in the “Services: CIFS/SMB: Settings” window 
and click the circled plus button. In the screen that appears next, share 
a name, add a comment describing the purpose of the share, set the path 
and click the Add button. Click the Apply Changes button on the next 
screen. When you’ve finished configuring FreeNAS, click the Backup/ 
Restore button to create a backup of your configuration. You should now 
be able to find your NAS and your newly created shared folders listed in 
your network places. 

How to stream from your NAS box 

Now that your new NAS box is ready to go, getting all your movies and 
photos to stream to your media device of choice is extraordinarily easy. 
Here’s how you do it. 

► To get started, head into the web configuration for your NAS and go to 

Services > UPnP. 

► Click the Enable checkbox on the right-hand side and give your UPnP 
server a name. 
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► Under “Database Directory”, click the button and browse to a folder 

on your NAS where you want the UPnP configuration file stored (it 
doesn’t really matter where this is). 

► Then, head down to Content and click the button to point FreeNAS 
to the folders you want to share. 

► You can add multiple folders from all over your NAS, and it can stream 
them as long as they contain movies or music. 

Some devices, like the Playstation 3, may require you to transcode your 
higher-definition videos, so check the “enable transcoding” box if neces- 
sary. Then hit “Save”. If you head over to your UPnP device and search for 
servers, you should see that your NAS pops up, and you can browse your 
media folders and watch those videos on your TV. 

Torrent boxes 

Another really cool tool in your networked home is a Torrent Box. Simply 
put, a torrent box allows you to queue, manage and share all your torrent 
data via a network connection. This means that you can just leave your old 
PC running Torrent, in the corner chipping away at your downloads and 
seeding away, whilst you’re out working on your laptop. You won’t need a 
monitor once you’ve set up the box, which means you can put it anywhere 
it will fit. 

Setting up 

1. It’s always best to start with a fresh operating system, so format and 
reinstall your chosen OS on the PC’s hard drive. 

2. As you’re going to be using the machine to store data, you’ll need a fairly 
large hard drive depending on your plans. However if you’re using the 
box as a go-between (before transferring your downloads to shares or 
backup locations) then space is not so much of an issue. 

3. It’s important to remember to format the drive on which you’ll be down- 
loading your torrent data to NTFS, and not the older FAT32 file system. 
NTFS will allow you to download files greater than 4 GB, a constraint 
when using FAT32 devices. 

4. Make sure you have at least one shared and accessible location from 
which to access the data. Simply create a folder on your main download 
drive, right-click and choose “Share”. This is where all your downloaded 
data will go. 
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BootupuTorrent 


Installing uTorrent and the web Ul 

1. Download the latest version of uTorrent from its official webpage and 
boot it up. You may want to adjust a few settings, including your con- 
nection settings for optimal download and upload performance. 

2. Hit Ctrl+P to bring up the Preferences dialog or you can even access it 
from the Options Menu. 

3. Within the General tab check “Start uTorrent on System Startup”. This 
means if you ever need to restart or move your box you can resume your 
torrents by simply turning it on. 



Specify your 
preferences in 
uTorrent 
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Enabling Re- 
mote Access 
to uTorrent 



4. Under Web UI, check “Enable Web UI” and create a username 
and password. 

Remote Access 

1. Make sure your torrent box is turned on, connected to the net- 
work and running uTorrent. Using any machine on your network 
visit http:// 192. 168. 0.x:port/gui/ 

Here “x” is the computer’s location on the network and ‘port” is either 
your uTorrent client’s connection port or alternative listening port. 

2. You’ll be prompted for the username and password you created under 
uTorrent’s web UI preferences. Log in and you’ll be presented with 
uTorrent’s web user interface 

3. From here you can add, remove and manage your torrents as well 
as update your preferences. It’s quite literally uTorrent within your 
web browser. 

Accessing your web UI is all well and good on your network, but what 
about when you’re not at home? For this you need a static IP or DynDNS in 
order to connect from outside of your home network. This is not a problem 
if you happen to be a computer geek! But since you’re reading this, we’re 
going to assume you’re not one. 

This is where uTorrent Remote comes in. Whether you want to simply 
add a torrent to your download queue, manage which files are downloaded 
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Remote Access to uTorrent 

within a particular torrent or even change your client settings, pTorrent 
Remote gives you full access to pTorrent from anywhere. 

1. Make sure you’re running pTorrent 3.0 or above. If you’re not, install 
the latest version and boot it up. 

2. Click on the pTorrent Remote button on the Menu Bar. Doing so will 
quickly take you to the “Remote” section in pTorrent ’s preferences. Now 
you need only add a username and password: 

3. You should see “Status: Accessible” under these boxes shortly after you 
fill them in. If not, try another username/password combination. When 
you do see “Status:Accessible” you’re done. 

4. Head over to https://remote.utorrent.com/ 

5. You’ll need to move your mouse around to help encrypt the communica- 
tions, and then you can enter your username and password. 

6. Everything you can do in pTorrent itself you can do here, as well. 

A torrent box is a very clean new way to put your old technologies to use 
and it costs nothing to set up. If you’ve already got an existing media center 
or file server, adding torrent functionality is another simple step you can 
take to streamline your home setup. Remote access gives you the freedom 
to peruse from afar and have your downloads ready for you and the rest of 
your network, the moment you get home. 

Remote everything? 

Confession time! How many of you have ever wished you could use your 
tech to keep an eye on your home while you’re gone? Yes, we’re all guilty 
of harboring that particular fantasy. So, we’re going to tell how you can do 
this - without an expensive dedicated setup! 
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All you need is a web cam. In this section, well show you how to use 
your everyday tech to set up a motion-detecting camera in your house, so 
you can keep an eye out for intruders, mischievous pets, or even pestering 
kleptomaniac roommates. 

What we’re going to do is install a web cam software like Yawcam soft- 
ware to utilise any standard PC web cam (USB or built-in) as a surveil- 
lance camera for free. If you have a laptop, all-in-one desktop PC or a 
monitor with a built-in web cam, you won’t need to spend any money on 
this project at all. 

Next, we’ll strengthen the coverage of your surveillance setup by adding 
whatever spare iOS or Android gadgets you have handy - old phones, iPod 
Touches, anything with a camera - to the mix. In order to exercise this 
particular option, we’ll use a few handy apps that let you turn your mobile 
work gear into an extra pairs of eyes for as good as free. 

So, what are we waiting for? Let’s start. 

Use your PC web cam to monitor your home 

1. Download the software from http://www.yawcam.com/download.php 

2. Plug in your web cam and have drivers installed. 

3. When everything is hooked up properly, launch Yawcam. 

4. Add your camera by clicking the “Settings” menu and choosing “Device”. 
If your web cam is built into your PC - as is the case with those found 
on most laptops and all-in-one desktops - select the “Integrated 



Adding your camera 
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6. 

7 . 

8 . 
9 . 


Camera” option. If 
you’re using a 
USB-connected 
external web cam, 
select “Change 
to” and choose 
your USB camera 
out of the lineup. 

YawCam will 
open a new Pre- 
view window 
with your camera’s 
video feed. 

From the main Yawcam window, click on the Window menu and select 
“Motion Detection”. 

You can fine-tune the motion-detection features in the Settings menu, 
where you can confine the motion detection to a certain area of the camera 
image, tweak the sensitivity level, and more. 

Click the Enable button on the left-hand side of the window. Now motion 
detection is running! 

From the Motion Detection window, click the Actions tab and check 



Specifying the settings 



Email 

Settings 
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“Send E-Mail”; then click the Settings menu button. Here you’ll need 
some information from your email provider - specifically, the SMTP 
(Simple Mail Transfer Protocol) settings. If you’re a Gmail user, you can 
find Google’s SMTP settings by following these instructions. 

10. Next, check “Attach image” at the top of Yawcam’s Email Settings menu, 
specify the email address you want Yawcam to send it to, and tweak the 
flood control settings to make sure you aren’t completely inundated with 
camera spam. Click “OK” and you should be all set. 

Use your iOS or Android smartphone as a wireless 
network camera 

Here’s how to use your iPad, iPhone, iPod Touch or Android phone/tablet 
as a wireless network security camera: 

1. Download the app “Wireless Camera ($2)” app, from the App Store and 
open it on your iOS device. 

2. Wireless Camera uses iOS’s built-in Web server features to start a website 
on your local network that you can access by pointing your browser to 
your gadget’s local IP address. 

3. Open Wireless Camera and tweak the settings to suit your personal 
preferences. Then check “Motion Detection and Add Timestamp” and 
check “Enabled” at the top to start the recording. 

4. From here, you can position your iOS device wherever you like, and 
it will begin streaming a video feed that you can access in http://[your 
device’s local IP address]. 

5. Navigate to the web interface and click “View Recorded Images” to see 
how your camera is doing. 

Note that if you want to access your video feed from outside your home 
network, you’ll need to delve into your router’s Network Address Transla- 
tion and port-forwarding features to point incoming traffic toward your 
iOS gadget. 

Alternatively, you can use a spare Android handset as a wireless net- 
work camera: 

1. Download an app called Motion Detector Pro by M VA. Motion Detector 
Pro is free in the Android Market. 

2. From there, you can configure your ideal motion detection threshold, 
which comes in handy for separating the motion that you want to see 
(burglars, pets doing cute things, roommates eating your snacks) from 
the noise (trees, shadows, moths, etc.). 
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3. You can also specify a phone number or email address to receive the 
incoming snapshots. 

4. Next, press “Show advanced settings”, and you can configure Motion 
Detector Pro to start up when you send it a specific text message. Define 
particular zones in your camera feed that you want it to monitor and turn 
on a stealth mode that closes the app as soon as the phone is touched. 

5. Once you’ve finished tweaking the app, activate the motion detection 
and you’re good to go. □ 
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All the peripheries of networking 
including best practices, an array of cool 
apps for your smartphone and a look at 
virtual private networks 

I n this last chapter, we’ll be taking a look at the various apps available 
on the Android and Apple Store, which lets you connect to a laptop or 
a tablet and perform a number of cool tricks. We’ll also be introducing 
you to VPN (Virtual Private Networks) which lets you access your data 
on a network while you’re on the go. Finally we’ll be touching upon a very 
important topic - ensuring the security of your wireless networks. 
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A look at apps: iPhone and Android 

Sharing an internet connection is okay, but do you know that you can 
use your phone to control your computer? Or use your computer to send 
text messages via your phone using your computer? By installing a few 
innovative apps, you can make full use of the potential that your phone 
has to offer. 

First let’s take a look at some useful Android apps. 

Android apps 
Wi-Fi Keyboard 

This tiny app gives you the freedom to use your computers keyboard to type 
your SMS. After you’ve installed the app, go to Settings > Language 
and Keyboard and check “WiFiKeyboard”. Touch “Select Input Method“ 
and select “WiFiKeyboard” to set it as your default keyboard. 

To use this, you must connect your phone and compute to a Wi-Fi network. 
Once connected, open your browser and go to http://110.226.12S. 189:1111. If you 
want to type a message, open New Message on your phone and while the text 
box is highlighted, start typing in your browser to see the text in your phone. 

To go back to your default keyboard, long press the text field and select 
“Input Method” and select your default keyboard. 

Dropbox 

You might already use this to 
share files with your friends 
on your computer but now 
you can use it to share files on 
your phone too. Sign up for an 
account if you already don’t 
have one and install the app. If 
you share any file in Dropbox 
on your computer, you can use 
your phone to access it any- 
where and vice versa. 

Once installed you can see 
all the files you’ve shared on 
your computer and you’re free 
to download as many times as 
you want 
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You can also choose to upload files from your phone to view them later 
on your laptop. 

Firefox 

You’re browsing the web on your computer and you find an interesting link 
which you want to share on whatsapp or just want to save it on your phone, 
what do you do? Mail it to yourself? The mobile Firefox app offers a better 
solution. You can sync your browser to your computer and have access to 
your browser history, bookmarks, passwords and open tabs from any device. 
It also has Add-ons to customise your browser. Now you can bookmark 
links on your computer to access them on your phone with just a few clicks. 
To sync your phone: 



Set up your 
Firefox Sync 


1. Go to Firefox Options and click on the Sync tab 

2. Click on “Set up Sync and Create a New Account”. 

3. After you’ve filled your details, you’ll see a security key, save it. 

4. Once you’ve created an account, click on “Add a Device”. 

5. You’ll see a window that asks you for a code. 

6. Open Firefox in your device and go to Preferences. Under the Sync menu, 
touch Connect and you’ll see the code you have to enter. 

7. Enter the Code. Once the code is verified your device will be synced. 
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Create a new 
account or use 
an existing one 
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8. You can choose what to sync from the Sync tab 

9. If you’re a Chrome user, you’ll have to wait a while because the official 
app for Chrome (Chrome to Phone) is not yet available in India. 

Remote Gallery 3D 

Imagine you’ve just come back from a trip clicking a lot of photos on your 
mobile. But if you want to show many people, you’d have to transfer them 
to a computer or pass your phone around so that everyone can get a good 
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look. Remote Gallery 3D is a free app that can show your pictures on 
your PC/Mac/TV with just one tap from your Android phone. You don’t 
need a USB cable or any other software, just your regular browser and a 
Wi-Fi connection. 

Just install the app from the market and connect your PC and mobile to 
a Wi-Fi network. Run the app and follow the simple instructions to view 
the pictures on your PC. You can choose to download or edit them and even 
secure them with a password. 

^Torrent Remote 

How many times have you left home leaving your torrents on only to realise 
later that they used up all your bandwidth? pTorrent Remote is a nice little 
app that will allow you to monitor and manage the pTorrent downloads on 
your PC or Mac from anywhere you get an internet connection. You can 
use pTorrent Remote to add, remove, start, stop torrents and check your 
download progress and check your RSS feeds and start downloads on the 
go. Use your mobile browser to find torrents and they will automatically 
be added to your home pTorrent. All the completed downloads can even be 
shifted directly back to your Android device for local playback. 

PhoneMyPC 

Finally an app that lets your phone control your PC no matter where you 
are! PhoneMyPC is an exciting tool that lets you use your PCs from any 
Android device as long as you have an internet connection. 

All you need to do is 
download the app from 
the market for a fee and 
install a small software 
on your PC and you’re 
ready to go. After you’ve 
installed the PC app, 
enter your desired user- 
name and password and 
click “Connect”. 

Once you’ve done 
this, run the app on 
your mobile and go 
to settings 



Secure your connection 
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*(£■ Set up a new connection or network 

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set 
up a router or access point 

Connect to a network 

Connect or reconnect to a wireless, wired, dial up, or VPN network 
connection. 

Choose homegroup and sharing options 

Access-liles and nrutlm Inrated nri other nrlwnrk rnmnutfrv nr 


Settings in PhoneMyPC 


Enter the same username and password and your mobile will be con- 
nected to your computer and you’ll get a notification on your computer. You 
mobile will display your computer screen and you can take complete control 
of your PC. You can create and delete files, play music, install software etc. 
You can also attach a camera to your computer and monitor your children 
or listen through an attached mic. 

iPhone apps 
Remote 

Remote is a cool Apple app that lets you control iTunes and Apple TV 
using your iPhone, iPod touch, or iPad over your Wi-Fi network. You can 
choose playlists, songs, and albums just like you would in iTunes. You 
can also control every aspect of your Apple TV user interface. You can 
quickly type using your device’s keyboard instead of clicking each letter 
on the Apple TV screen. You can pause, rewind, fast forward, shuffle and 
control volume on each speaker independently. You can create and edit 
playlists in iTunes and even control Shared Libraries on iTunes and the 
new Apple TV. 
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Mobile Mouse Pro 

Tired of using your touchpad? Convert your iPhone into a mouse. Mobile 
Mouse instantly transforms your iPhone or iPod touch into a wireless 
remote for your computer so you can sit back and use this remote to surf 
the web, browse your photo library or control your music player from the 
comfort of your couch. Using the built in accelerometer, it translate your 
hand motions into mouse movements on your screen. You can also use it 
in trackpad mode; in this mode you can control your mouse with a single 
finger just like your laptop touchpad. Mobile Mouse uses an innovative 
application notification system to let the iPhone know what program you’re 
running at any time and show the appropriate keys for that program. So if 
you’re using a media player, it will show you the start, pause, next buttons 
and if you’re using it for a presentation using powerpoint, it will show you 
the next and back button. It also has unique multitouch features like two 
finger scroll, two finger tap, swipe left/right with four fingers, swipe up/down 
with fouringers etc. This app is available at the Apple App Store for $1.99 

Mocha VNC 

Mocha VNC lets you control your Windows PC or Mac using your iPhone 
or your iPad. This app works similar to PhoneMyPC and lets you view, 
create and delete files. 

X-Plane REMOTE 

If you like gaming and play X-Plane then this is a must-have app for you. 
With this app you can use your iPhone or iPod touch as wireless joystick 
for your desktop computer flying X-Plane. This can be very useful if you’re 
ever traveling and do not have you joystick with you, you can simply use 
your iPhone or iPod touch as a wireless joystick. You can control the throttle, 
flaps, speedbrakes, landing gear, and brakes on your desktop or laptop just 
as you do with your joystick. 

Virtual Private Network 

If you need access to your data on a network while you’re on the go, you 
need a Virtual Private Network (VPN). VPN technology lets a computer 
using a public internet connection join a private network by establishing a 
secure tunnel between that machine and the network. It’s commonly used 
in offices where employees need to access the data on their network from 
remote locations 
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Windows 7 has a preloaded VPN client and it’s very easy to set up a 
VPN in it. 

First let’s see how to build a VPN. 


Setting up a Virtual Private Network 
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Your first step in building a VPN 


1. Open the Net- 
work and 

Sharing Center. 

2. Click “Change 

Adapter Set- 

tings” in the left- 
hand menu 

3. Press Alt key to get 
the menu. From the 
File menu, select 
“New Incoming 
Connection”. 

4. You’ll now be able 


Allow conrwctiom to thn comoutar 



Who may connect to this computer? 

Select the check boot nett to a name to allow that person access to this computer 
and network. 

Uier accocntt on ttwt computer 




Add 


Cancel 


Selecting your users 
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to see a list of users you can allow to connect to your computer. Select 
the users you’d like to give access to and click “Next”. 

5. Check the “Through the internet” checkbox. 

6. Select the TCP/IPv4 protocol 

7. Finally, click “Allow access”; you’ve now set up an incoming 
VPN connection. 

8. Make a note of your IP address as you’ll need it to connect to your VPN. 

Connecting to a VPN 

1. Now that we know how to set up a VPN, here are step-by-step instruc- 
tions to connect to one. 

2. Click the Start button and type VPN in the search bar and then select 
“Set up a virtual private network (VPN) connection”. 

3. Enter the IP address or domain name of the server to which you want 
to connect. 

4. You can choose to set up the connection, but not connect by selecting 
“Don’t connect now” or leave it blank and click “Next” 



j Create a VPN connection 


i 


Type the Internet address to connect to 
Your network administrator can give you this address. 

Internet address: |[Example:Contoso.com or 157.54.0.1 or 3ffe:1234::l 

Destination name: VPN Connection 


□ Use a smart card 

[3 Allow other people to use this connection 

This option allows anyone with access to this computer to use this connection. 

□ Don't connect now; just set it up so I can connect later 


Next 


Cancel 


You should know the IP address of computer you want to connect 
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5. Enter your username and password and click “Connect”. 

6. To connect, click on the Windows network logo on the lower-right part 
of your screen; then select “Connect under VPN Connection”. 

Security 

In past chapters, we saw how to connect all your devices to one network. 
Since all your data is on this network, it’s extremely important that you 
secure it. An unsecured network can give any hacker access to your data 
and passwords. 

To get started, you’ll need to log in to your router’s administrative console 
by typing the router’s IP address into your web browser’s address bar. Refer 
to your router’s manual for this address (usually 192.168.1.1) 

There are a few simple but effective ways to secure your network. 

Enable WPA2 
encryption 

The new WPA2 encryp- 
tion offers better security 
than its predecessors 
- WEP and WPA. You 
can choose the type of 
security when you create 
your network. Make 
sure you enter a strong 
security key. 

Changing 
passwords 

This is the simplest way to protect your network. Keep changing your 
passwords regularly. Although no password is foolproof, you can build a 
complex password by using numbers and special characters. You’ll have to 
manage two passwords - Wi-Fi and router. Most often we forget to change 
the router password. The default password is “admin” which is pretty 
easy to guess. Make sure both your passwords are strong and do not use 
birthdays or pet names as passwords. 

Limit your connections 

If you always use the same number of devices, you should set your router to 


© •V Set Up an Ad Hoc Network 

Give your network a name and choose security options 


Network name 
Security tyoe 
Security key 


WPA2-Penonal 


* He o mechoote 


Hide cfwacien 


Sere dm network 


Next Canct* 


Choosing security while creating an Ad Hoc network 
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allow limited number of connections. Dynamic Host Configuration Protocol 
(DHCP) makes it easy for your network to manage how many devices can 
connect to your Wi-Fi network at any given time, by limiting the number 
of IP addresses your router can assign to devices on your network. Open 
your router administrator settings and go to DHCP settings. Here you can 
change the number of client leases as per your requirement. You can keep 
the number one higher than the devices you have for guests. 

Block WAN requests 

You can conceal your network from other users by enabling the Block WAN 
Requests option. Once this feature is enabled, your router won’t respond 
to IP requests by remote users, preventing them from gleaning potentially 
useful information about your network. Also disable remote administra- 
tion privileges through the router administrator so no one can change your 
router settings wirelessly. 

MAC filtering 

Every device that can connect to a network has a unique MAC (Media Access 
Control) address. It’s composed of six pairs of alphanumeric characters. 
Using the MAC address you can allow only specific devices to connect to 



Your 

network 

information 
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your network. To know the MAC address of a Windows PC, open the Com- 
mand Prompt. Type ipconfig /all and press Enter to bring up your IP 
settings. Here you’ll be able to see the details of your network along with 
the MAC address under the name of Physical Address. 

If you’re on a Mac, open System Preferences and click “Network”. From 
there, select Wi-Fi from the list in the left-hand column, click “Advanced“ 
and look for Airport ID or Wi-Fi ID. If you want to find the MAC address 
of a handheld or any other device, check the user manual. You can also find 
the MAC address of this device if it’s connected to a network. Your router 
displays a list of devices connected to your network along with their MAC 
address in the router administrator. El 
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